MuHucTepcTBO 00pa3oBaHMs M HAYKH Y IMypTCKO# PecryOimku
ABTOHOMHAs1 HEKOMMepYecKasi OpraHu3anus
JAOIOJIHUTEIbHOI0 NMPO(ecCHOHATIBLHOT0 00pa3oBaHMs
«IleHTp onepexaromel NpopeccCHOHAILHON MOATOTOBKU YAMYpPTCcKoil Pecmydnukm»

VYTBEPXJIAIO
Hupexrop AIIOY VP

YTBEPXIAIO
Hupexrop AHO A0 «LHOIIII YP»

«M»eBCKUI TPOMBIIIIIEHHO-3KOHOMUYECKUI

KOJIIIC K>

X.A.Myccaes

«11» aBrycra 2023r.

E.A. EmenbsiHoBa
«14» aBrycra 2023r.
npuka3 Ne34-O/]

- AOKYMEHT NOAMNMUCAH
S 3MEKTPOHHOM NOAMUCHIO

CepTudukaTt 02CE915E001BB17D994DEFCFE419B80828
Bnageney AHO OMNO "UOMNM YP"
NercTteuteneH ¢ 19.02.2024 no 19.05.2025

OCHOBHAAIIPOI'PAMMA ITPOPECCHUOHAJIBHOI'O ObYYEHN A —

[TPOI'PAMMA TTPO®ECCHOHAJILHOM ITOAIOTOBKU
I10 ITPO®ECCHUU PABOYET'O/JOJDKHOCTU CIIYXAILEI'O

HANMEHOBAHMUE ITPOI'PAMMBI:

IIporpamma npogeccnoHAJIbHOMN MOATOTOBKH

no npodeccun padoyero 16199

«Omnepartop 3/IeKTPOHHO-BbIYUCIUTEIBHBIX U
BBIYHMCJIANTEIbHBIX Mamun» (KopnopaTuBnas
3alIMTa OT BHYTPEHHUX YIPo3 HH(PpOPMAHOHHOMT
0€301ACHOCTH)

OBJIACTb ITPO®ECCUOHAJIBHOM
JAEATEJIBHOCTU:

06.CBs13b, MHPOPMAITMOHHBIE 1 KOMMYHUKAIIMOHHBIC
TE€XHOJIOTHH

HANMMEHOBAHUNE Onepartop AJIEKTPOHHO-BBIUUCIUTEIBHBIX U
KBAJIMOUKAIINU BBIYMCIIUTEIbHBIX MAIIMH

D®OPMA ObYYEHMUA: O4Has

TPYAOEMKOCTbD ITPOI'PAMMBI 144

/OB BEM, vacos:

CPOK OBYYEHMA: 14 nenenn

r. xxesck, 2023 ron



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHas porpamMma IpoheCCHOHATBHOTO 00YYeHUS — TporpamMma MpodeCCHOHATBHON
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

COCTABUTEJIN KonosasioB Anapeit Aunpeesud, AIIOY VP «MxeBckuii
(PABPABOTUUKHN): mpoMBIIIIIEHHO-35KOHOMHYECKHH KOJUICIK», IIPEIO01aBaTellb

COI'NTACOBAHO
HAa 3aC€JaHUH METOJIUYECKOrO COBETA 110 SKCIEPTU3E

00pa30BaTeNbHBIX IPOrpaMm
AHO JITO «OIIIT YPy

ITpoTtokomn Ne3 ot «08» aBrycta2023r.



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

1. OBIIAA XAPAKTEPUCTUKA IMTPOI'PAMMBI

1.1. HopmaTuBHbIe NIPABOBbIe OCHOBAHHS Pa3padoTKH MPOrpaMMbl
HopMmaTtuBHy10 IpaBoBYIO0 OCHOBY pa3pabOTKU MPOrpPaMMBbl COCTABIISIOT:

— @epnepanbHblii 3ak0oH OT 29 nekadbpst 2012 r. No273-d3 «O6 obpa3zoBanun B Poccuiickoii
denepanuny;

— mpuka3z MunucrepcTBa npocernienus Poccuiickoit @eaepanmu ot 26 aBrycra 2020 r. Ne438
«O6 ytBepxkneHun Ilopsoka opraHu3ald  ©W  OCYIIECTBJICHHS 00pa3oBaTENbHOM
NeSITeIbHOCTH 110 OCHOBHBIM IIpOrpaMMaM Ipo(hecCHOHATLHOTO 00YUYEHHS;

— mpuka3z MunucrepcTBa npocpemienus Poccuiickoit @eaepannn ot 14 urons 2023r. Ne534
«O06 ytBepxkaenuun llepeuns mpodeccuii pabodmx, MTOIDKHOCTEH CITyKaluX, MO0 KOTOPBIM
OCYIIECTBISIETCS MPOoQecCHOHaTbHOE 00ydeHUe;

— Tlopsimok opraHu3aniyi ¥ OCYLIECTBICHUS OOpa30BaTEIbHON NEATEIBHOCTH IMPH CETEBOU
(bopme peanuzannu 00pa3oBaTENbHBIX IPOrpamMMm, YTBEpxaeHHbIN [Iprikazom MunucTepcTBa
HayKu U BbIciiero oOpa3oBanus Poccuiickoit denepanuu 1 MUHHCTEPCTBA MPOCBEIICHHUS
Poccwuiickoit @eneparuu ot 05 aBrycra 2020 r. Ne 882/391;

— npuka3z MuHHCTEpCTBa HayKu U BeIcuero oopasosanus PO, MunucrepcTBa npocBelieHus
P® ot 5 aBrycra 2020 r. Ne 885/390 «O mpakTu4eckoi moAroTOBKE 00y4atoIuXCsh);

— Kpamudukaunonuslif crnpaBouHUK mpodeccuil pabodyux, KOTOPHIM YCTaHABIMBAIOTCS
Mecsiaable oknaabl. Pazmen: Ilpodeccun paboumx, oOmue aas BCeX OTpaciied HapOIHOTO
xo3siicTBa. KBanudukanuoHHble XapakTepuCTHKU (YTB. HOCTaHOBIEHHEM [ockomMTpyaa
CCCP u BIICIIC ot 20 ¢eBpans 1984 r. N 58/3-102);

— npukaz3 MuHHCTEpCTBa TpyAa U coIUaNbHOW 3amuThl Poccuiickoit ®denepanuu ot 14
ceHTs10pst 2022r. Ne525u «O06 yTBepkaeHun npodeccuoHalbHOro cranaapra "Crenuanuct
10 3aIuTe HHOPMaIMU B aBTOMAaTU3UPOBAHHBIX cUcTEMaxX " ».

[IporpamMma peanuzyercst B ceTeBoil popme, koTopasi o0ecrieunBaeT BO3MOKHOCTh OCBOEHUS
oOyJaronuMucs 00pa3oBaTeIbHOM MPOrpaMMbI U (MJIH) OTJENbHBIX Y4eOHBIX MPEIMETOB, KYPCOB,
JUCHUILTAH (MOJyJeH), MPaKTUKU, UHBIX KOMIIOHEHTOB C HCIIOJIh30BAaHHUEM PECYpPCOB HECKOIBKHX
OpraHM3alMii, OCYIIECTBISAIONNX 00pa30BaTENbHYIO JESTEIbHOCTD.

[Tpu ceteBoii hopme peanmuzanuu nmporpaMmbl 0a30BOM OpraHu3alyei sIBISeTCs aBTOHOMHAs
HEKOMMeEpUecKass OpraHu3alus JOMOJHUTEIBbHOro MNpodeccuoHanbHOro odOpa3zoBaHus «LleHTp
ornepexaroriei mpodeccnoHanIbHOM MOAroTOBKU Y aMypTckoi Pecrybmukm» (manee — AHO AITO
«OIIIT YP»), opranuzamueii-ydyaCTHUKOM — aBTOHOMHOE MPO(EeCCHOHAIBHOE 00pa30oBaTEIHHOE
yupexaeHue Yamyprckoil PecmyOnuku «VkeBCKkHil TPOMBIIUIEHHO-9KOHOMUYECKHM KOS
(manmee — ATIOY VP «UIIDOK»).

AIIOY VP «MIIBK», sBusack mnpodeccHoHaIbHOW 00pa3oBaTeNbHOW OpraHu3aluei,
peanu3yoneii ocHOBHBIE 00pa3oBaTenbHble porpammbl CI1O mo npoduiiio HacTosIIeH MporpaMmbl
poeCCHOHAIBHOTO 00yUYeHHs, 00€CTIeUnBaET MPAKTUIECKYIO MOATOTOBKY O0YJAFOIIINXCS.

1.2. IlepeuyeHb cOKpaleHHUI

KC — KpanuduxaoHHnslii cripaBouyHuK mpodeccuil pabounx, KOTOPbIM YCTaHaBIMBAIOTCS
MecstuHble okabl. Pasnen: [Ipodeccun pabounx, oOmme a1t Bcex oTpaciaei HapoIHOTo X03sHCTBa.
KBanuduxarnuonnsie xapakrepuctuku (yTB. moctaHosyenueM ['ockomtpyna CCCP u BLICIIC ot 20
¢espans 1984 r. N 58/3-102);



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO JI1O OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«IOIIIT VP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero
I[IC — mnpodeccuonanbupiii  crangapt «CoenuanucT mo 3ammre uHbopManud B

aBTOMATHU3HPOBAHHBIX CUCTEMaX», YTBEPKIACHHBIN Mpuka3oM MUHHCTEPCTBA TPyJa U COLMAIbHON
3ammThl Poccuiickoit @enepannu ot 14 centsiOps 2022r. Ne525H.

OT® — 0600111eHHBIEC TPY10BBIE HYHKIIHNH;

T® — tpynoBsie pyHKINY,

T/ — TpyaOBBIE NEHCTBHS;

[1K — mpodeccroHanbHble KOMITETSHIINH;

ITH — npodeccrnonanbHble HABBIKH;

Y — ymeHus;

3 — 3HaHHS;

J1/3 — nuddhepeHupoBaHHBIN 3a4ET;

KD — kBanmudukanmoHHbIN SK3aMEH.

1.3. Hean peaju3anuu NporpaMmmal

Ilenp oOpazoBaTenbHON TporpaMMbl — (opMHEpOBaHUE Y O0ydarommxcs mpodeccuoHaIbHBIX
KOMITIETEHIIHMH, 00eCreunBaOIIUX MoIyYeHne kpanudukanuu no npodeccun padbouero «Oneparop
SJICKTPOHHO-BBIYHUCIUTCIBHBIX U BEIYUCIIUTCIIBHBIX MAIUH .

OO6pazoBatenbHas MporpaMMa HalpaBlieHa Ha:

— mnpodeccuoHanbHoe OOydeHHEe IMIl, paHee He HUMeBIIMX mpodeccur padbodyero HiIu
JIOJDKHOCTH CITYXKAIET0, C YIeTOM BUAA MPOPECCHOHATIBHOMN NesTEIbHOCTH, HA OCHOBAaHUU
tpeboBanuii [1C;

— co3JaHue ONaronpusATHBIX MCHUXOJOTO-TIEJarOrMYeCKUX YCIOBHUM ISl PA3BUTUS JTUYHOCTH
oOydJaromerocsi myTeM TYMaHH3allUd MEXKIMYHOCTHBIX OTHOIICHHH, (OPMHUPOBAHHE
HABBIKOB OOIIEHUS 00YyYaromMXCsi, OCHOBAHHBIX HA MPUHIMIAX B3aWMHOTO YBaXCHUS U
B3auMOIIOMOIIIHY, OTBETCTBEHHOCTH, KOJIJICKTUBHU3Ma 1 COHHaHI)HOﬁ COJIMAAaPHOCTH,

— mnpuoOiieHue oOydarluxcss K POCCUHCKUM TPAJAMLIMOHHBIM JTyXOBHBIM IIEHHOCTSIM,
MpaBWJIaM U HOpMaM MOBEIEHUs, IPUHITHIM B POCCHUIICKOM 00IIIeCTBE HA OCHOBE POCCUMCKHX
0a30BBIX KOHCTUTYIIMOHHBIX HOPM U LIEHHOCTEH;

— (dopmupoBanue 'y OO0ydalOmMXCAd AaKTUBHOW  TPAXKIAHCKOW  TO3MIIMH, UYYyBCTBA
OTBETCTBEHHOCTH 3a CBOIO CTpaHy, MPUYACTHOCTU K HCTOPHUKO-KYIbTYPHOU OOUIHOCTH
poccuiickoro Hapona u cyarbe Poccuu;

— (dopmupoBaHue CHOCOOHOCTH OOYYAIOIIMXCSI Peaju30BaTh CBOW MOTEHIMAT B YCIOBHSIX
COBPEMEHHOT0 OOIIeCTBa, pa3BUTHE TBOPUECKOTO TMOTEHIMada OOyYaroluxcs; UX
OpraHn3allMOHHO-KOMMYHHWKATHBHBIX HABBIKOB.

JIuia, ycnenHo caaBive KB (pUKaIMOHHBIN K3aMeH, TI0 pe3yIbTaTtaM MpodeccnoHanbHOTO
oOydyeHHus: TMOJydalT KBampukauuio 10 mnpodeccun padodero «OrmepaTop dIEKTPOHHO-
BBIUUCIUTENbHBIX W BBIYUCIUTENBHBIX MAaIllMH», YTO TMOATBEPXKAAETCS JOKYMEHTOM O
KBaTM(UKAIIMN — CBHIETEILCTBOM O Mpodeccun pabouero, JOJKHOCTH CIIYXKAIIeTo.

1.4. Tlnanupyemble pe3yJibTaThl 00yUeHH s

PesynbTaTel ocBOeHHs 00pa30BaTENbHON MPOTrpaMMBbl OIIpeieTIieHbl Ha OCHOBE TpeboBanmit KC
u IIC.

B pesynpTare ocBoeHMsT 00pa30BaTEIbHOM TPOTPaMMBbI 00yUAIOIIUIICS JOIKEH OCBOUTH:
npodeccroHaIbHbIE KOMIETEHIINH, COOTBETCTBYIOIIHE TPYAOBBIM byHKIUAM
000011eHHON(BIX) TPy 10BOH(bIX) QyHkIMH(i) T1C:
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MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHas porpamMma IpoheCCHOHATBHOTO 00YYeHUS — TporpamMma MpodeCCHOHATBHON
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero
OTo® TO IIK
KOJT U HAWMEHOBAHUE KOJT HAUMEHOBAHUE KOJI HAWMEHOBAHUE
YPOBEHb
KBaH(HU
Kalyuu
Kox A | Obcmyxusanne cucrem | A/0L.5 | ITpoBenenue IIK.1 | ITpoBenenue
3allUThI HH(OpMALKK B TEXHUYECKOTO TEXHUYECKOTO
YpoBeHp | ABTOMATH3HPOBAHHBIX o0CTy)KUBaHUS 00CITyKUBaHUS
5 CHCTCMaXx, CUCTEM 3allUTHI CUCTEM 3aIlUTHI
HCIIOJIb3YEMBIX B TOM wrbopMaIHH wHbOpMAITHH
YHCIie Ha 00bEKTax
KpUTHUCCKOH aBTOMAaTU3UPOBaH aBTOMATU3UPOBAHHBIX
HHDOPMAIHOHHOI HBIX CUCTEM CHUCTEM

WHPPACTPYKTYPHL, B
OTHOILICHUHU KOTOPBIX
OTCYTCTBYET
HEOOXOIUMOCTD
MIPUCBOCHUS UM
KaTeropuil 3HaYMMOCTH

HDOd)eCCI/IOHaJ'IBHBIC HAaBbIKH, COOTBCTCTBYIOIIHUEC TPYAOBBIM ,HeﬁCTBHHM TPYHAOBBIX q)YHKHI/Iﬁ

IIC:
ITH1. ITpoBepka pabOTOCIIOCOOHOCTH CHCTEMBI 3AIIUTHI HH(POPMALUH aBTOMATH3UPOBAHHOMN
CUCTCMBbI
ITH2. KoHTpOoib ~ COOTBETCTBHS ~ KOH(HUIypal¥  CHCTEMBI  3aIlUThl  HH(OpMAIHK
aBTOMaTHBHpOBaHHOﬁ CUCTEMEI €€ BKCHHyaTaHHOHHOﬁ [IOKYMCHTaHI/II/I
ITH3. KoHTpoiab  CTAOMIBHOCTH  XapaKTEPUCTHK  CHCTEMBbI  3aIUTBl  HHGOpPMAIUU
aBTOMaTHBHpOBaHHOﬁ CUCTEMBI

YMEHHS COOTBETCTBYIOLIUX TPYA0BbIX QyHKuwmii [1C:
V1. KonpurypupoBaTb mnapamMeTpbl CHCTEMbl 3aIlIUThl HH(POPMALUU aBTOMATU3UPOBAHHOMN
CHCTEMBI B COOTBETCTBHH C €€ IKCIUTyaTallMOHHOW TOKyMEHTalueH;
V2. O6HapyxuBaTb ¥  YCTpPaHITb HEHCIPABHOCTH CHCTEMbl  3allUTHl  MH(OpMaLUU
aBTOMATHU3MPOBAHHOW CUCTEMBI COIVIACHO KCILTyaTallUOHHOW JOKYMEHTAIUH,
V¥ 3. [Ipon3BoAUTh MOHTAX U JUATHOCTUKY KOMITBIOTEPHBIX CETEH;
V4. Ucnonp30BaTh TUIOBbIE KpUNITOrpaduiyecKue CpeCcTBa 3aluThl HH(POPMAlLUY, B TOM YUCIIe
CpPEACTBA AJIEKTPOHHOU MOIHCH.

3HAHUS COOTBETCTBYIOIIMX TPYyAOBbIX pyHkuuii [1C:

31. TunoBble cpeAcTBa M METOJbl 3aIlUTHl MH(OPMAIMM B JIOKAJIBHBIX U TJI0OAJIBHBIX
BBIYHCIUTENBHBIX CETIX

32. ba3oBasi KOHQUTrypalys CUCTEMBI 3aLIUThl HH(OPMAIIMY ABTOMAaTH3UPOBAHHOM CUCTEMBI,

33. Oco0eHHOCTH TPUMEHEHUS! TPOTPAMMHBIX M IMPOrPAMMHO-AIMIAPATHBIX CPEICTB 3alIUTHI
uHpOpMaIUU B aBTOMATU3HPOBAHHBIX CUCTEMAX;

34. TunoBble cpeAcTBa, METOJIbl M MPOTOKOJNBI HMAECHTU(UKALMK, AayTeHTU(UKALIUA U
aBTOPHU3ALINY;

35. HopmaTuBHBIE TPABOBbBIE aKThl B 00JaCTH 3alllUThHI HH()OPMALINH;

36. Opranu3zaioHHbIE MEPHI O 3aIIUTe HH)OPMAIIH.
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MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

1.5. Kareropus ody4yawmmuxcs

K ocBoenmro O6paSOBaTeHBHOﬁ IIporpaMmbl OOITYCKAIOTCA JIMLA Pa3JIMYHOro BO3pacTa, paHce
HC HMMCBIIUC HpO(beCCI/II/I pa6oqer0 WX JOJDKHOCTHU CJIyKalero, B TOM YHCJIC HEC HMCIOIIUC
OCHOBHOI'O 06IH€1"O HUIn CpEAHETO 06H.I€FO O6pa3OBaHI/Ie, BKJIIO4Yas JUI C OI'paHHU4YCHHBIMU
BO3MOXXHOCTAMHU 3J0POBbA.

1.6. ®opma o0yuyeHHUsI: OYHAS.

1.7.  O0beM u cpok ocBoeHHsI 00pa30BaTeIbHON NPOTrPAMMBI

O06BeM (TPyI0EMKOCTh) 00pa30BaTEIbHOM MPOTpaMMBbI cocTaBiisieT 144 akajieMHUYECKUX daca.
Cpok ocBoeHMs 00pa30BaTeIbHON IPOrpaMMBbl cocTaBigeT 14 Henenb.

1.8. HroroBas aTrTrecramusi
OOpasoBarenbHass ~ MporpaMMa  3aBEpIIACTCS  WTOTOBOWM  aTTectanmed B gopme
KBAJTU(PUKAIIMOHHOTO 3K3aMEHA.
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AHO AIIO
«1OIIIT YPy»

OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

2. COAEPXXAHUE IMTPOI'PAMMBbI

2.1. Y4eOHBIH IJIaH

HaumenoBanue
KOMITOHEHTOB
MIPOTPaMMBI

Bcero,
yac.

B ToMm uucie:

JIEKIUU

MPaKTHY. U
nabopar.
3aHSTHSI

MIPOMEK.
u
WUTOT.KOHT
poib

®opmMma
KOHTPOJIS

Monyis 1.
CoBpeMeHHbIe
TexHojiornu VPN.
CucreMa 3aIuThI
uHpopmanuu
VipNET.

34

25

1

/3

Monaynb 2.
TexHomoruu aHaan3a
1 3aIHUTHI CETEBOIO
Tpaduka.
Opranuzanus
MEXKCETEBOIO
B3aMMOJICHCTBUSA U
TYHHEJIUPOBAHHbBIC

pecypchl

62

53

/3

Mogyns 3. Ctapt
Kapbepbl

&

ITpakTHka

36

36

3auer

HroroBas arrecTamus

K5

5.1.

MpoBepKa
TEOPETUYECKUX
3HAHUH

5.2.

HpaKkTU4ecKas
KBaJIM(DUKALIMOHHAS
pabota

HUTOIO:

144

18

118

[TpakTHKOOPUEHTHPOBAHHOCTH — 82%
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AHO AIIO
«1OIIIT YPy»

OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

2.2. YuyeOHO-TEeMAaTHYECKUH IJIAH

Ne HaumenoBanue komrnoneHtoB | Bcero, B ToM uncie dopma
porpaMmMabl aK.gac. JICKIITNN IIpaKTHUY. IIPOMEXK. KOHTPOJIAA
n Hu UTOT.
mabopaT. | KOHTPOJIb
3aHATHA
1. | Moayab 1. CoBpeMeHHBIE 34 8 25 1 /3
TexHosoruu VPN.
Cucrema 3aluThI
uHpopmanun VipNET.
1.1 | AkryanbHO€ COCTOSIHUE 2 2 - - YCTHBIIT Ompoc
UT-orpacnu B yactu
KknOepOe30macHoCTH
1.2 | TpeGoBaHus OXpaHbI TPyIa 1 1 - - YCTHBIH onpoc
U TeXHUKH 0€30MacHOCTH
1.3 | ludporsas rurueHa. 4 2 2 - OLICHKa
Kubepyrpossr. pe3ynbTaToB
BBIITOJIHCHUS
MpaKTHUY. 33JJaHuN
1.4 | IIpaBuna 6e30macHOIO 2 - 2 - OlleHKa
MOBEACHUS B CCTH pe3yJILTaToB
BBIITOJIHCHU S
WNurepHer. .
MpaKTHu4. 3alaHun
15 | [IporpamMmsl 3aIUTHI OT 4 2 2 - OLICHKA
BPEIOHOCHOTO pe3yJIpTaToB
BBIITOJTHCHUA
MPOrPaMMHOTO KOJIa. y
IIPaKTU4. 3aJaHUA
1.6 | BBeneHue B TEXHOJIOTHIO 4 1 3 - OLIEHKa
Vi pPNET pe3ynbTaToB
BBIIIOJTHCHUA
MpaKTHUY. 33JIaHUN
1.7 | KoMmoHEHTH! ynpaBieHHs 2 - 2 - OlLIeHKa
ceTu VipNET pe3yabTaToB
BBIITOJIHCHUS
MpaKTHUY. 33JIaHUN
1.8 | KiueHTckue mpoayKThl 4 - 4 - OLICHKA
Vi pNET pe3yJIbTaToB
BBIITOJIHCHUS
IIPpAaKTHUY. SaI[aHI/Iﬁ
19 CepBepHBIe IIPOAYKTBI 2 - 2 - OLICHKa
Vi pNET pe3yJIbTaToB
BBIITOJTHCHUA
IIPpAaKTHUY. SaI[aHI/Iﬁ
1.10 | OcHOBBEI MHDPACTPYKTYPHI 4 - 4 - OLICHKa
OTKPBITBIX KIKOYEH. pe3yIbTaToB
BBIIIOJTHCHUA
[udposeie kar0un u .
MpaKTHu4. 3aaHun
cepTU(HKATHI.
1.11 | KmroueBast CTpyKTypa CeTn 4 - 4 - OlleHKa
ViPNet. pe3yJIbTaToB
BBIIIOJTHCHUA
MpaKTHUY. 3aJIaHUN
1.12 | TIpomexxyTouHas 1 - - 1 T3
aTTecTanus 1no Mmoayiwo |




[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AI10 OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«IJOIII YPy» HOJATOTOBKH 10 podeccH pabovero/10MKHOCTH CITy KaIlero
No Hanmenosanne komnonenTos | Bcero, B toM uncie ®opmMma
porpaMmMabl aK.gac. JICKIINN IMpaKTHU4. MIPOMCIK. KOHTPOJIAA
n " UTOT.
mabopaT. | KOHTPOJIb
3aHATHA
2 | Moayab 2. Texnonoruu 62 8 53 1 /3
aHAJIM3a U 3alUThI
ceTeBoro rpaguka.
Opranuszanus
MEKCETeBOro
B3aHNMOJAEeHCTBUSA U
TYHHEJIHPOBAHHbBIE
pecypchl
2.1 | TexHOJOTMH aHAIN3a 2 - 2 - olleHKa
3aIUTHI CETEBOrO TpaduKa. pe3yIbTaToB
Oprasnu3anus MexceTeBOro BEITOTHCHHA -
o MpaKTHu4. 3alaHun
B3aUMOJICHCTBUSA U
TYHHEJIMPOBAHHBIE PECYPCHI
2.2 | KoHdurypanus ceTeBoi 8 - 8 - OlLIeHKA
UHPPACTPYKTYPHI pe3yJIbTaToB
BBIIIOJTHCHUA
IIPaKTU4. 3aJaHUN
2.3 | TeXHOJOTrUU areHTCKOro 28 8 20 - OlleHKa
MOHUTOPHHTA. pe3ybTaToB
BBIIIOJTHCHUA
IIpaKTHU4. SaZ[aHI/Iﬁ
24 | Tlomutuka  0€30MACHOCTH 8 - 8 - OLIEHKa
OpraHU3aInH. pe3yJIbTaToB
Kouurypuponae  DLP ——
2.5 | Yrpo3sl nHGOPMAITHOHHOM 15 - 15 - OLICHKA
0e30macHOCTH pe3ynbTaToB
BBIITOJIHCHUS
MpaKTHUY. 33JIaHUN
2.6 | [IpomexxyTouHas 1 - - 1 J/3
aTTecTalus o MOAYJIo 2
3 | MoayJas 3. Ctapt 6 2 4 - -
Kapbepbl
3.1 | Tema 3.1. Crapt Kapbephl. 6 2 4 - -
KapbepHas tpaexkropus
pa3BUTHS
3.1.1 | Crapr Kapbephl: OMCK 2 2 - - YCTHBII ompoc
paboThl, pe3tome,
cobece/JoBaHUE
3.1.2 | CocraBieHue pe3romMe 1 - 1 - OlleHKa
HNOTEHIMAJIBLHOTO pabOTHHKA. pesyJpTaToB
HO}IFOTOBK& K BBIITOJIHCHU S
IIPaKTHY.
co0eceI0BaHNUI0 B
3.1.3 | [InanupoBaHue KapbepHOIi 3 - 3 - oleHKa
TPaeKTOPUU pa3BUTHA. pEe3yILbTaToB
HOCTpOCHI/IC BBIITOJIHCHUS




[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

OcHoBHas porpamMma IpoheCCHOHATBHOTO 00YYeHUS — TporpamMma MpodeCCHOHATBHON

AHO AI10
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero
No HaumenoBanue komnonentoB | Bcero, B ToMm uncine ®opma
MIPOTPaMMBI aK.yac. | JIeKIMM | MpakTU4. | TPOMEX. KOHTPOJIS
u Y UTOT.
mabopaT. | KOHTPOJIb
3aHATHUS
00pa3oBaresibHO- IPaKTHY.
npodeCCHOHATBHON 38 aHmH
TPaeKTOpPUHU.
4. | lIpakTHKa 36 - 36 - 3a4yer
5. | toroBas arrecrauus 6 - - 6 KD
UTOI'O: 144 18 118 8
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX

MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

2.3. PaGouas nporpamma

Moayasb 1. CoBpemennbie TexHosoruua VPN. Cucrema 3amutel muHGopmanuu VipNET

Tema 1.1. AxryanbHoe cocTosinue U T-orpaciu B yactu KubepOe301macHOCTH

1.1.1. AxryanbHoe coctossare UT-oTpacnu B 4acTu KuOepOe30nmacHOCTH

Jlexyus— 2 4daca

BBomHoe 3ansatue. O3HakomiieHHE ¢ TPOodEecCHOHANbHBIM cTaHgapToM «CHenuanuct 1o
nH(pOpPMaLMOHHBIM pecypcam». AkTyanbHoe cocTosiHre U T-otpaciau B yactu kubepOe30macHOCTH.
Crangapt «Crienuanuct 1o 3amuTe HHPOPMAIUU B aBTOMAaTU3UPOBAHHBIX cucTeMax». OTpaxkeHue
B TPYAOBBIX (PYHKIMSIX IO CTaHApTy KoMrieTeHIuu «KoprnopaTtuBHasi 3a1uTa OT BHyTPEHHUX YTPo3
MH(POPMALIMOHHOH 0€301acHOCTHY.

Tema 1.2. TpeOGoBaHusi OXpaHbl TPyAa U TEXHUKH OE30MACHOCTH IMPH paboTe C AIEKTPOHHO-
BBIUUCIIUTENILHOW TEXHUKON

1.2.1. TpeOGoBaHusi OXpaHbl TpyJa W TEXHUKH O€30MaCHOCTH IpH paboTe C BIIEKTPOHHO-
BBIUUCIIUTENILHOW TEXHUKON

Jlexyus— 1 4dac.

O030p OCHOBHBIX TpeOOBaHMI OXpaHbl TpyJa, pa3dop >KypHaja O€30lacHOCTH, HaXOXKACHUE
OorHeTymuTenei B kabuHerax, aevicteus npu YC.

Tema 1.3. Lludposas ruruena. Kubepyrpossr

1.3.1. lludposas ruruena. Kubepyrpossr.

Jlexyus— 2 daca

Buner kubepyrpo3. UnrtepHer-yrpos3pl.  BHemHue (BpemOHOCHBI MPOrpaMMHBIM KO, CIIaM,
(UIIMHT, CETeBBIC aTaKH, B3JIOM YCTPONCTBA, B3JIOM aKKAayHTOB U T.JI.) U BHYTPCHHHE (MHTEPHET-
3aBUCHUMOCTh,  MHTEPHET-TIPOKPACTUHALIMSA)  WHTEPHET-yrpo3bl.  KOMMYHUKAallMOHHBIE U
TEXHOJIOTHYECKUE UHTEPHET-YTPO3bI.

1.3.2. Paborta c caiittom @CTIK, 6Gankom yrpos.

Ipaxmuueckoe 3ansamue— 2 Jaca.

Tema 1.4. [IpaBuna GezonacHoro noseaeHus B cetu MHTepuer
1.4.1. PaGoTa ¢ XpaHUIUIIEM Mapoel, ciyxooii 6esonacHoctn Windows
Ilpakmuueckoe 3anamue— 2 Jaca.

Tema 1.5. IIporpaMMBl 3alIUTHI OT BPEIOHOCHOTO IPOTPAMMHOTO KO/

1.5.1. TIporpammsbl 3alIUTHI OT BPEAOHOCHOTO IPOIPaMMHOTO KOJIa.

Jlexyus— 2 daca

[Iporpammel ponutensckoro koHTposisa. Cpeactsa mudpoBanus gAaHHBIX. CpencTBa OJIOKMPOBAHUS
HEXKEJIATEIbHOTO KOHTEHTA.

1.5.2. I3yueHne u ycTaHOBKA MPOTPAMM 3aIIUTHI OT BPEIOHOCHOTO MPOTPaMMHOT0 KOJIa
IIpaxmuueckoe 3anamue— 2 Jaca.

Tema 1.6. Benenune B Texnomnoruto VipNET

1.6.1. Beenenue B rexnonoruto VipNET.

Jlexyus— 1 4dac.

Texuonorust VIPNET. [Ipenna3znauenue, 0cOOEHHOCTH HCIIOIB30BAHMS.
1.6.2. 3HaKOMCTBO ¢ JOKyMeHTaIluei mons3oBarers VIpNET.
Ilpakxmuueckoe 3ansimue — 3 4aca.
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Tema 1.7. Kommonents! ynpasnenus ceti VipNET
1.7.1. 3uakomcTBo u padota ¢ IIYC VipNET. KomnonenTs! yrnpasiaeaus cetu VipNET
Ilpakmuyeckoe 3anamue — 2 4aca.

Tema 1.8. Kinentckue npoayktsl VipNET
1.8.1. 3nakomctBo u pabora ¢ VipNETClient.
Ilpakmuyeckoe 3anamue — 2 4aca.

1.8.2. Kimmentckue npoayktel VipNET
Ilpakmuyeckoe 3anamue — 2 4aca.

Tema 1.9. Cepsepubie npoayktsl VipNET
1.9.1. 3uakomctBo u pabora ¢ VipNETCoordinator. Cepsepubie poayktsl VipNET
Tpaxmuueckoe 3ansimue — 2 daca.

Tema 1.10. OcHOBBI HH(GPACTPYKTYPBI OTKPHITHIX Kitouei. L{udpoBsie Kiroun u cepTuuKaTsl
1.10.1. 3nakomctBo ¢ YKI[ u I[YC.

Ipakmuyeckoe 3ansimue— 2 4daca.

1.10.2. OcHoBbI UHGPACTPYKTYPHI OTKPHITHIX KiItouei. [{udpoBbie kiroun u cepTudUKaThl.
Ipakmuueckoe 3anamue — 2 4aca.

Tema 1.11. KimtoueBas crpykrypa cetu ViPNet

1.11.1. Pa6ora ¢ YKII, mepenava kiro4eii, HACTpoiika KIFOYEBOTO IIEHTPA

IIpakmuyeckoe 3ansimue— 2 4daca.

1.11.2. KnroueBas ctpyktypa cetu ViPNet. @opmupoBaHue U yrpaBieHUe KIOYEBOM CUCTEMON
Ipakmuyeckoe 3anamue — 2 4aca.

1.12. ITpomexyTounas arrecramusi mo moxymo l«CoBpemennsie TexHomornu VPN. Cucrema
3auThl nHpopMmaru VipNET».
Jlugpepenyuposannviii 3auem — 1 uac.

Moayab 2.  TexHosoruu aHaJIu3a U 3alIUTHI ceTeBOro Tpaduka. Opranuzanus Me;KCeTeBOro
B3aMMO/IeHCTBHUA M TYHHEJIMPOBAHHbIE PeCypcChl

Tema 2.1. TexHomoruu aHagM3a M 3alIUTHl ceTeBoro Tpaduka. OpraHuzanus MeXCETEBOIro
B3aUMOJICVICTBUS U TYHHEIINPOBAHHBIE PECYPCHI

2.1.1. Opranusanus MeXceTeBOro B3auMoJIeHCTBUS U TYHHEIHMPOBAHHBIE PECYPCHI

IIpakmuueckoe 3anamue — 2 4aca

Tema 2.2. Kondurypanus cereBoit ”HOPaCTPyKTyphI

2.2.1. Kondurypanus cereBoil MHQPacTpyKTyphl: HACTPOHKa XOCTMAIIMHBI, CETEBOT0 OKPYKEHUS,
BUPTYaJIbHBIX MAIIWH, H T.II.

IIpakmuyeckoe 3anamue — 4 yaca

[Touck m ycTpaHeHHe HENCIIPABHOCTEHN NPU pa3BEPTHIBAHUM U HACTPOMKE. Y CTAaHOBKA M HACTPOWKaA
areHTckoro Mmonutopusra. [Iposenenue cunxponuzanuu ¢ LDAP-cepsepom.

2.2.2. YcTaHOBKA U HACTPOMKA CHCTEMbI KOPITOPATUBHOM 3aIIUTHI OT BHYTPEHHHUX YTPO3.
IIpakmuyeckoe 3anamue — 4 yaca

3aIycK CHCTEMBI KOPIIOPATUBHOW 3alIWTHI OT BHYTPEHHUX YIPO3, MPOBEpPKa PabOTOCITIOCOOHOCTH.
[TpoBeenne UMUTAIIMK TIpOIIEcca YTEUKU KOHPHUIECHIIMATLHON HH(OpMAIK B CUCTEME
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
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«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

Tema 2.3. TexHOJOIMH aT€HTCKOI0 MOHUTOPUHTI A

2.3.1. TexHOJIOTHH areHTCKOrO MOHUTOPUHTA

Jlexyusa — 3 yaca

Cocras cucremsl Infowatch. Pa3zdop mMoyreit 1 KOMITOHCHTOB CHCTEMBI.

2.3.2.DLP IWTM B BUpTYaIbHOM OKPYKECHHUHU.

Jlexyus — 2 4daca.

Hcnonp30BaHue BUPTYAILHOTO OKpPY)KEHHs JUIs pa3BopaunBanusi cuctembl Infowatch. Paz6op
(GYHKUIMH ¥ TIOCTPOEHUS CETH.

2.3.3. Pexxumel portmirroring u proxy

Jlexyus — 3 4daca.

OOBsicHeHHE 3epKATTMPOBaHMS TOPTOB U MPOKCH: OCHOBBI, KOH(UTYpanus

2.3.4. TloaroroBka obpa3za Astra Linux mius ycranosku DLPIWTM.

Ipaxmuueckoe 3anamue — 4 daca.

YcranoBka u ooHoBIIeHHE siapa Astra Linux.

2.3.5. Ycranoka DLP IWTM B BUpPTYyabHOM OKPY>KEHUHU

IIpakmuuyeckoe 3ansamue — 4 yaca.

VYcranoBka cuctembl IWTMB BupTyanbHOM OKpYKEHHH, IIEpBOHAYajIbHAsi HACTPOIiKa, HACTpOIKa
CETEBOr0 000PYyA0BaHMUSL.

2.3.6. PexxumMebl port mirroring u proxy.

IIpakmuyeckoe 3ansamue — 4 yaca.

Hacrtpolika cucteMbl Ha 3epKalMpOBaHUE TOPTOB M HACTPOHKa NMPOKCH cepBepa s aHalu3a
Tpaduka.

2.3.7. Ilouck u ycTpaHeHHe HEMCIIPABHOCTEW NPU pa3BEPTHIBAHUH U HACTPOIKE.

IIpakmuueckoe 3anamue — 4 yaca.

[TpoBepka j10roB, peructparus COObITHS, TPOBEPKA CETEBOU UHPPACTPYKTYPHI.

2.3.8. YcTaHOBKA M HACTpOMKa areHTCKoro Monutoputra. Cunxponusauus ¢ LDAP-cepsepom.
Ipaxmuueckoe 3anamue — 4 4Jaca.

CuHxpoHHU3alMsi C TOTOBBIM CEPBEPOM, CO3JAaHUE I0JIb30BATeNe, HAacTpoilka areHTCKOro
MOHHUTOPHHTA.

Tema 2.4. Ilonutuka 6e3onacHoctr opranuzanui. Konpurypuposarnune DLP IWTM.

2.4.1 Pa3paboTka HOBBIX MOJUTHK O€30MAaCHOCTH.

IIpakmuueckoe 3auamue — 4 uaca.

PazpaboTka HOBBIX W/MIM  MOJIUGUKAIMS  CYHUIECTBYIOIIMX  HOJUTUKM  O€30IacHOCTH,
MEPEKPHIBAIOLINX KAHAJIOB MEPEIayy JaHHBIX U BO3MOKHBIX MHIUICHTOB.

2.4.2 Pa3paboTka TexHonoruu 3amutsl B DLP -cucreme.

IIpakmuueckoe 3anamue — 4 uaca.

Pazpabotka nnn/m Moxudukanus 0ObEKTOB 3alUThl, KaTETOPUH, TEXHOJOTMH 3amuTsl B DLP -
cucreme. Kongpurypuposanue DLP IWTM.

Tema 2.5. Yrpo3sl nH(OpMATMOHHOH 0€30TTaCHOCTH

2.5.1 Pa3paboTka CTPYKTYphl OpraHHM3allMM Ha OCHOBAaHUH IOJYYCHHBIX MaTEpUANOB («MOAEITHU
OpraHU3AIAI)

IIpakmuueckoe 3ausamue — 4 uaca.

Pa3paboTka CTpyKTypbl OpraHM3allid HAa OCHOBAaHUU TOJYYEHHBIX MaTepuanoB («MoOJaeIu
OpraHH3aII»).

2.5.2 TIpoBenenne o0cCIe0BaHUS KOPTIOPATUBHBIX HH()OPMAIIHOHHBIX CHCTEM

IIpakmuueckoe 3auamue — 4 uaca.

[IpoBenenue obce0BaHMsI KOPIOPATUBHBIX HHPOPMAIIMOHHBIX CUCTEM
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25.3. Omnpenenenne 00bekToB 3amurthl. OmnpeneneHre KaHajlOB IepeJayd JaHHBIX U
MOTEHIMAIbHBIX YTEUEK.

Ilpakmuueckoe 3ansmue — 4 4aca.

Omnpenenenre 00beKTOB 3amuThl. OmnpeneneHUe KaHAJIOB MEpeIavyd JAHHBIX U MOTCHIIMATbHBIX
yTEYeK.

2.5.4. OnpenencHre KaHAJIOB IMepelayll JAHHBIX U MOTCHIUATBHBIX YTEUCK. BEHISBICHHE TTOTOKOB
nepefayd JaHHBIX M BO3MOXHBIX KaHalloB yTeukd wuHopmanuu. OrmnpeneneHue mNepeyHs
HOPMAaTHUBHBIX aKTOB P®, 3a/1eliCTBOBAHHBIX B paMKaX MOJEIU yIPO3.

IIpaxmuueckoe 3anamue — 3 daca.

BrisiBieHrEe TOTOKOB Mepeiauul JaHHBIX U BO3MOXKHBIX KaHAJIOB yTeuku nHopmanmn. OnpeseneHue
IepeyHsl HOpMaTuBHBIX akTOB P®d, 3a/1€licTBOBaHHBIX B paMKax MOJIENN yTPO3.

2.6. IlpomexyTouHasi aTTecTamusi 1Mo Moaynio 2 «TeXHONOrMHM aHaiW3a W 3allUTHl CETEBOTO
Tpaduka. Opranuzanusi MeKCETEBOTr0 B3aUMOICHCTBUS U TYHHEIHUPOBAHHBIE PECYPCHI»
Jughgpepenyuposannoiii 3auem — I uac.

Moayas 3. CtapT Kapbepbl
Tema 3.1. Crapr xapbepbl. KapbepHas TpackTOpus pa3BuTUs

3.1.1. Crapt Kapbephl: OUCK PabOTHI, pe3foMe, coOece0BaHue

Jlexyus — 2 4daca.

[ToHsITHE «PBHIHOK TPyAa». AKTyallbHBIC TPEOOBAaHUS PHIHKA Tpyaa. Poccus — cTpaHa Oe3rpaHUYHBIX
BO3MOXXHOCTEH H mpodeccuoHanbHoro pa3Butus. [lo3zHaBarenbHbie TUGPHI U GAKTHI 00 OTpacisax
HKOHOMHYECKOTO PAa3BUTHUS, MPO(HECCHOHAIBLHBIX HABBIKOB M KAYECTB, BOCTPEOOBAHHBIX B OYIyIIEM.
Cropoc u mpemioxeHne Ha pblHKe Tpyna P® nHa wMomoapix cmeuunanuctoB. OcoOeHHOCTH
TPYAOyCTpOHCTBa MoOJIOASKH B Yamyprckoir PecryOmuke. TpynoycTpoHCTBO TpakaaH TpH
COJICHCTBUM CIY>KOBI 3aHATOCTU HaceneHus B YP. PernonanbHbie Mepbl CONEUCTBUS 3aHATOCTH, B
TOM 4YHCJIE€ TIOMCKAa pabOThl, OCYIIECTBICHUS WHIWBUAYAIGHOW TPEANPHHUMATEIHECKOM
NesITeNbHOCTH, Pa0OTHI B KAYECTBE CAMO3aHSITOTO.

OO6mIre BompocCk 1Mo paboTe B CTaTyCce CaMO3aHSATOTO.

OcHOBHBIE KaHAJBI TOMCKA PaOOTHI AJIs BHIMYCKHUKOB. AKTUBHBIN U MTACCUBHBIN MMOMCK BaKAHCHIA.
OCHOBHBIEC TIpaBWJIA CO3JIAHUS «IPOJAIOUIETO» pe3toMe. THUIMYHBIE OIMMOKU TMPH COCTABICHHU
pe3oMme.

3.1.2. CocraBnenue pe3roMe MOTEHIIHAIBHOTO paboTHUKA. [lonroToBka k cobece0BaHUIO
Ilpakmuueckoe 3auamue — 1 4ac.

OTtpaboTka HaBBIKOB COCTaBIEHUS pe3tome. Paz00op TUITMYHBIX OMIMOOK MPU COCTABICHUH PE3IOME.
[TogrotoBka Kk cobecemoBanmio. Buapl cobecemoBanuii. I[IpoxokaeHne  KJIaCCHMYECKOTO
cobecenoBanus. [Ipumepsl moanepkaHusi KOMMYHHUKAIIHIA TTOCIIE COOeCeTI0BaHusI.

3.1.3. IInanupoBaHMe KapbepHOW TpaekTopuu pa3BuTHi. IlocTpoeHne oOpa3oBaTENBHO-
npodeccnoHanbHON TPaeKTOPUH.

IIpakmuueckoe 3anamue — 3 4aca.

(DOPMI/IpOBaHI/Ie OpeaACTaBJICHUA O BI)I60pe, Pa3BUTHU W BO3MOKHBIX U3MCHCHUAX B IOCTPOCHHU
MEPCOHAIBHOTO KapbepHOI'0 MyTH. 3HAKOMCTBO C MPHEMaMH MOCTPOCHUSI KapbepHBIX TPACKTOPUN
pa3BUTUSL.
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MoOTHBAIIMOHHBIE UCTOPHH «YCIIEXa» HA TPHUMEPE HHTEPBBIO C MPEACTABUTEISIMA PAa3THYHBIX
oTpaciiei.

[Toxxobl K MOCTPOCHHUIO 00pa3oBaTenbHO-podeccnoHabHON TpaekTopun. Pa3doop u o0CcykaeHue
MOJIYYSHHOTO OTIbITAa MO0 UTOraM MpodeccuoHanbHOro o0ydeHus. [locraHoBka 00pa3oBaTebHBIX U
KaphepHBIX IeNiel (CTpaTerMYecKuX W TaKTHYecKux). DopMupoBaHHE MIAHOB 00Pa30BaTEIIbHBIX
1aroB U OPMYJIMPOBAHUE TPACKTOPUHU Pa3BUTHS (ITOCIEIOBATEILHOCTD PEATU3AIIH LIEJICH ).
AKTyanu3anusi 3HaHUH 10 BBIOOPY 0Opa30BATENBHOW OPTaHW3AlMU: OPTaHU3alMU BBICIIETO
obpazoBanus (BO, By3bl) niu opranusaiuu cpeasero npodeccuonaibHoro oopazoanus (CI10) kak
nepBoro mara POPMUPOBAHHUSI IEPCOHATHLHOTO KAPEPHOTO MY TH.
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AHO AIIO
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OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

2.4. TeMaTHYeCKHUIi IUIaH U cOJepKAHNE MPAKTHKHI

Ne
paznenon
/ TeM

HanmMenoBanwue pasznenos/teM. Buabl pabot

KomnnuectBo
4acoB

1

Pabora c caiittom ®CTOK, 6ankoM yrpo3.

2

Pabora ¢ xpanwmmumem maponied, Ciyxk00i 0e30macHOCTH
Windows.

[

3HAKOMCTBO ¢ JoKyMeHTaimen nonb3oBarens VIPNET.

3nakomcTBo 1 padota ¢ IIYC VIpNET.

3nakomctBo 1 pabora ¢ VIpPNETClient.

3nakomcTBo 1 padota ¢ VIipNETCoordinator.

3nakomcTBO ¢ YKI u IIYC.

Pa6ota ¢ YKII, nepenaua kiiroueid, HACTPOMKa KJIFOUEBOIO IIEHTPA.

OOV |01~ [W

Brinmonuenue pabots! «IlocTpoeHue 3auIeHHoN KOpIopaTUBHOM
CETH B NPEANPUATUH C PUINATIOM B APYTOM FOPOAE»

ASININININININ

Opranu3zanys OLleHKH paboThI.

SN

11

[Touck u ycTpaHeHHe HEUCIIPABHOCTEN NpU pa3BEPTHIBAHUU U
HaCTpOWKe. YCTAaHOBKAa M HACTPOMKA areHTCKOr0 MOHWTOPHHIA.
Cunxponuzanusa ¢ LDAP-cepBepom, pas3znen nepcoHsl 3aloiHEH
KOPPEKTHO. 3amyCK CHUCTEMbl KOPIIOPATUBHOM 3alllUTHl  OT
BHYTPEHHUX yIpO3, IPOBEPUTH pab0OTOCIIOCOOHOCTD.

[IpoBeneHne MMHTAIMKM TPOLIECCA YTEUYKH KOH(HICHIHATHLHON
uHpopmauuu B Cucreme

12

N3yuenne MexaHU3MOB pabOThl areHTCKOro MOHHUTOpPHUHIA.
Pa3paboTka ¥ npuMeHeHUE MOJUTHKU areHTCKOro MOHMTOPHUHTA
Ui paboThl C HOCUTEISIMM W YycTpoiicTBamu. Pa3paboTka u
PUMEHEHHUE TOJUTHKU areHTCKOr0 MOHUTOPHHIA JJisi paboThI €
¢aitnamu. PaboTa ¢ MCKIIIOUEHHUSIMHU U3 TIepexBaTa.

13

Pa3paboTka HOBBIX W/1iM MOAU(UKALINS CYILIECTBYIOIINUX MOTUTUK
0€30I1aCHOCTH, NEePEKPHIBAIOIINX KaHaJbl Nepefayd JaHHbIX U
BO3MOXKHBIE HMHIIMACHTHI COTJacHO 3ajaHuio. Pa3paboTka wunu/u
MoK 0OBEKTHI 3aUThI, KATErOpUi, TEXHOJIOTUH 3aIIUTHI
B DLP cucreme m 1.11. Mcnons3oBaHue pasivYHBIX TEXHOJIOTUN
3aIUTHL: TleyaTel, OJaHKOB, rpaduueckux 0ObeKTOB, 06a3 JTaHHBIX
U T.N. 3aHECTH MOJUTHUKU UH(POpMaoHHON Oe3onacHocTy B DLP
cucreMy MoauduiupoBaHue MOJIUTUK OE30MAaCHOCTH B CHUCTEME
IWTM B CcOOTBETCTBHE C IMOJYYAa€MbIMU Ha IPAKTUKE TaHHBIMU
nepexsara. [IpuMeHeHHe MOMUTHK IS KOHTpOJds Tpaduka,
BBISIBJICHHUSI W/WIK OJOKMPOBAHHUS HWHIIMIEHTOB OE30MaCHOCTH,
co3/aBacMbIX BHEIIHUM ['eHepaTOopoM yrpo3. MakcuMu3npoBaHue
YHCJIO BBIABIEHHBIX HMHUOUACHTOB Oe3omacHocTH. Pabora ¢
uHTEepdeiicoM YIpaBIeHUs CHUCTEMbl KOPHOPATUBHOM 3alllUThI
uH(bopMaluu

14

N3yuenue CTpyKTypbl OpraHU3aliii Ha OCHOBAaHUH MTOJTyYEHHBIX
MaTepHaJIoB («MOJIETTH OpTraHU3AIMIY ), TPOBECTH 00CIIeTIOBAaHNE
KOPITOPATUBHBIX HHPOPMALMOHHBIX cucTeM. OnpezeneHue
00BEKTOB 3alIUTHI, IEPEUHsI CYOBEKTOB/TIEPCOH, poJieh
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MoJib30BaTeNe, mpas foctymna. OnpeaesieHre KaHajaoB nepeaadn
JIAHHBIX U MOTEHIMAIbHBIX yTeUEK. BhIsBIECHNE TOTOKOB
nepeauy JaHHBIX ¥ BO3MOYKHBIC KaHAIBI YTEYKH MH(POPMAIUH.
3anonnenue mabaona monaenu yrpos. Iloaroroska otuéra o
pe3yibTaTax ayAauTa, BKIOYas MOTOKU JaHHBIX, MOTEHIIUATbHbBIE
KaHaJbl yTeYeK, YPOBHH PUCKOB POJIH MOJIb30BaTENCH, 0ObEKThHI
3amUTHI (C MPUBS3KON K HOPMATUBHOW 0a3e M METOIUKAM OIEHKH
MOCJICJICTBHH ), POJISIMHU TTOJIb30BaTesie U T.1m. OnpeaeneHue
MepeYHs. HOPMATUBHBIX aKTOB P®D, 3a16iICTBOBaHHBIX B paMKax
Mojienu yrpo3. PazpaboTka nepeunsi, onucanus 1 mabIoHOB
HOPMAaTHUBHO-TIPABOBBIX JIOKYMEHTOB OpPraHU3aliH 110 JIETAIbHOMY
MIPUMEHEHHUIO KOPIIOPATUBHOM 3alIUThI OT BHYTPEHHUX yTPO3
MHPOPMAMOHHOM 0€30MaCHOCTH.

UTOIO: 36

2.5. Kaneniapuplii yueOHbIi rpadpuk

[lepuon oOy4enus
(memenn)™

HanmenoBanue KOMIIOHEHTOB IIPOrPAMMBI

1 Henensa

Monayns 1. CoBpemennbie TexHojoruu VPN. Cucrema 3amuThl
unpopmarun VipNET

Tema 1.1. AxryansHoe coctosaue UT-oTpaciau B yactu
KrOepOe3011acHOCTH

Tema 1.2. TpeboBanust oxpaHsl TpyJa U TEXHUKU 0€3011aCHOCTU
Tema 1.3 Hudposas ruruena. Kudepyrpossl.

Tema 1.4. IIpaBuiia 6e3omacHoro noseaeHus B cetu MHTepHer
Tema 1.5. IIporpaMmel 3a1IUTEl OT BPEJOHOCHOTO IPOIrPaMMHOTO
Koza

2 Henens

Monyns 1. CoBpemennslie TexHosorun VPN. Cuctema 3aiuTsl
uHpopmanuu VipNET

Tema 1.5. IIporpaMmel 3a1IUTEl OT BPEJOHOCHOTO TPOIrPaMMHOTO
Ko/a

Tema 1.6 Benenue B Texnonoruto VipNet

Tema 1.7. KomnonenTs! ynpasnenus cetu VipNet

Tema 1.8. Knuenrckue npoayktsl VipNet

3 Henens

Monayns 1. CoBpemennbie TexHomoruu VPN. Cucrema 3amuThl
uHpopmanuuu VipNET

Tema 1.8. Knuenrtckue npoayktsl VipNet

Tema 1.9. CepBepnble npoaykThl VipNet

Tema 1.10 OcHOBBI HHPPACTPYKTYPHI OTKPBITHIX KIIFOUEH.
[{udpossie KiIOUN U cepTUDUKATHI

Tema 1.11 KnroueBast ctpykTypa cetu VipNet

4 genens

Moayns 1. CoBpeMennble TexHojoruu VPN. Cucrema 3amuThl
uHpopmanuu VipNET

Tema 1.11 KimroueBas crpykrypa cetu VipNet

Moyis 2. TeXHOIOTHY aHATN3a U 3aIIUTHI CETEBOTO TpaduKa.
Opranu3anus MeKCEeTeBOro B3auMOJICHCTBUS U TYHHEIUPOBAHHbBIE

pecypcsl
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Tema 2.1 TexHONOrMM aHAIK3a U 3AIIUTHI CETEBOTO TpaduKa.
Opranu3zanys MexXceTeBOro B3auMOACHCTBHS U TYHHETUPOBAaHHBIE
pecypcsl

Tema 2.2 Konduryparus ceteBoit HHOPACTPYKTYPBI

S Henend Mopuysns 2. TeXHOIOTHH aHaTM3a U 3aIIUTHl CETEBOrO TpaduKa.
Opranu3zaiys MexXceTeBOro B3auMOACHCTBYS U TyHHETUPOBAaHHBIE
pecypcsl

Tema 2.2 Konduryparus ceteBoit ”HOPaCTPYKTYPBI

Tema 2.3. TexH0JIOTHH ar€HTCKOI'O MOHUTOPHUHIA

6 Henens Monyib 2. TeXHOJIOTHH aHaIKu3a U 3alllUThl CETEBOro TpaduKa.
Opranu3zanys MeXceTeBOro B3auMOAEHCTBHS U TyHHEITUPOBAaHHbIE
pecypchl

Tema 2.3. TexH0JIOTHH ar€HTCKOI'O MOHUTOPHUHIA

7 Henens Moaynp 2. TEXHOJIOTUH aHAJIM3a U 3aLUThI CETEBOTO TpaduKa.
Opranuzaiys MexXceTeBOro B3auMOACHCTBHS U TYHHETUPOBAHHBIE
pecypchl

Tema 2.3. TexHonoruu areHTCKOro MOHUTOPUHTA

Tema 2.4 [NonuTrka 06€30MaCHOCTH OpraHU3aluU

8 Henens Moaynb 2. TeXHOJIOTUH aHAJIKM3a U 3aIUTHI CETEBOTO TpaduKa.
Opranu3zanys MexXceTeBOro B3auMOAEHCTBYS U TyHHEITUPOBAaHHbIE
pecypchl

Tema 2.4 [TonuTrka 6€30MaCHOCTH OpraHU3aINN

Tewma 2.5 Yrpo3sl uHDOpPMALIMOHHOW O€30MaCHOCTH

9 Henens Tema 2.5 Yrpo3sl HHPOPMALIMOHHOM 0€30MaCHOCTH
10 menens ITpakTuka
11 "enens IIpakTHka
12 wenens [IpakTuka
13 Hepens [TpakTuka
14 nenens Monyinb 3. CtapT Kapbepsl
Tema 3.1. Crapt kapeepsl. KapbepHasi TpaeKTOpHsI pa3BUTHS
14 wenens KBanudukamoHHbIi SK3aMeH

*TouHBI TOPSIIOK peanu3alil KOMIIOHEHTOB TMPOTpaMMbl OIpeessieTcs] paclucaHueM
3aHATUH.
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3. OPTAHM3ALUNOHHO-NIEJAT'OI'MYECKHUE YCJIOBUS PEAJIM3ALIUA
ITPOI'PAMMBbI

3.1. MaTepI/IaJII:HO-TeXHI/I‘leCKOG obecnevyeHue peajin3alium nporpaMmmabl

[IporpamMmMa ¢ mpakTH4YeCKOW IMOATOTOBKOW peanu3yeTcss B NpodUiIbHOW opraHuzauuu (B
npodecCHOHATBLHON 00pa30BaTeIbHON OpraHM3alMy, pean3yIolieil OCHOBHBIE 00pa30BaTelbHbIC
porpaMMbl Mo MPOGUII0 HACTOsIIEH Nporpammbl HpodeccHoHaIbHOro oOydeHus (nanee —
npouIbHAs OpraHU3aIys).

B cooTBeTcTBHU € JOTOBOPOM O ceTeBOH opMe peann3anuu o0pa3zoBaTeIbHON MPOrpaMMbl U
JIoroBopoM o mpaktuueckoil moaroroBke AIIOY YP «UMIIDK» obecrieunBaeT HaIM4YuEe Ha CBOCH
TEPPUTOPUU  MATEPUAIBHO-TEXHUYECKOTO OCHAIlleHUsT pabouyux MeCT TMpernojaBareis H
o0yyaromuxcs, Kotopoe oTpaxkeHo B [Ipunoxennu 1 k mporpamme.

3.2. NUudopmannonHoe odecrieyeHne peasu3alui NporpaMmsbl

[lepeyeHbp UCTHONB3YyEeMBIX YYEOHBIX HW3JAHHNA, HWHTEPHET-PECYPCOB, JIOTOIHHUTEIBHOM
JTUTEPATYyPHI

OCHOBHBIE HCTOYHUKH:
1. babam, A.B. Undopmannonnas 6e3onacHocTs. JlabopaTopHblii npakTukyM: YuebHoe nocodue /
A.B. ba6am, E.K. Bapanosa, FO.H. MensaukoB. — M.: KaoPyc, 2020. — 136 c.
2. T'aduep, B.B. Mudopmanronnas OezonacHocTs: YuebHoe mocobue / B.B. I'apuep. —Pn//l:
®enukce, 2021. — 324 c.
3. I'pomos, 10.10. Nndopmanmonnas 6e30macHOCTh U 3amuTa HHpopMauu: YuedHoe nocobue /
10.10. I'pomos, B.O. Jlpaues, O.I'. UBanoBa. — Ct. Ockon: THT, 2022. — 384 c.
4. Edumona, JI.JI. Undopmannonnas OGe3onmacHOCTh neTeil. Poccuiickuii U 3apyOeKHBIM OMBIT:
Mowuorpadus / JI.JI. Epumonra, C.A. Kouepra. — M.: KOHUTU-IAHA, 2022. — 239 c.
5. Edumosna, JI.JI. Unpopmanmonnas 6e3onacHocTh aereil. Poccuiickuil u 3apyOeXHBIH OIBIT.
Momnorpadus. I'pudp YMI] «IIpodeccuonansuprit yueonuk». I'pud HUU obOpazoBanust u Hayku. /
JI.JI. Epumosa, C.A. Kouepra. — M.: KOHUTU, 2022. — 239 c.
6. 3aneunukos, C.B. Mndopmanronnas 6e30nacHOCTh OTKPBITHIX cucteM. B 2-x . T.1 —VYrpo3sl,
ySI3BUMOCTH, aTaku 1 noaxofs! k 3amure / C.B. 3aneunnkos, H.I' Munocnasckas. —M.: I'JIT, 2019.
—536¢.
7. 3aneunukoB, C.B. UnpopmannonHas 6e30macHOCTb OTKPBITHIX cucteM. B 2-x 1. T.2 —Cpeacrtsa
3amuThl B ceTsax / C.B. 3aneunukos, H.I'. Munocnasckas, A.W. Toncroi, [1.B. Ymakos.— M.: I'JIT,
2019. — 558 c.
8. Mamok, A.A. NUudopmarnimonHas 0€30MacHOCTb: KOHIIENTYaJbHBIE U METO0JIOTHYECKUE OCHOBBI
3amuThl nHpopmarmu / A.A. Mamok. — M.: T'JIT, 2020. — 280 c.
9. Ilapteika, T.JI. Undopmanmonnas 6e3omacHocts: Yuebnoe nocoodue / T.JI. [Tapteika, U.W. [Tonos.
— M.: ®opym, 2020. — 432 c.
10. Iletpos, C.B. Uudopmanmnonnas Oe3omacHocTh: YueOHoe mocoome / C.B. Ilerpor, W.II.
CnunbkoBa, B.B. I'apuep. — M.: APTA, 2019. — 296 c.
11. Cemenenko, B.A. Mndopmanronnas 6e3onacHocTh: YueOHoe nocodue / B.A.Cemenenko. — M.:
MI'MY, 2020. — 277 c.
12. Yunura, A.®. UndopmanronHas 6e301macHOCTh aBTOMaTU3UPOBaHHBIX cucteM / A.D.Uunwura.
— M.: 'emuoc APB, 2020. — 336 c.
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JloToJTHUTEThHBIE UICTOYHUKH ¥ UHTEPHET-PECYPCHI:

1. HeadHunter: pabora, mowck mepcoHana W MyOiMKamus BakaHCHi [DIEKTPOHHBIN pecypc] /
I'pynna xommanuii HeadHunter. — Pexum npocryma : https://hh.ru/ (mata oOpaienus:
01.08.2023).

2. SuperJob: pabora u BakaHcuu [DnekTpoHHBI pecypc]| / SuperJob. — Pexum moctyna
https://www.superjob.ru/(nata oopamenus: 01.08.2023).

3. WurepaktuBHbli mopran ['ocynapcTBeHHOH CiayKObl 3aHATOCTHM HAcCeJEHUS Y IMYPTCKOH
Peciy6nmuku  [Dnektponnbiii pecypc] / KY VP «PecnyOGnukaHcKuii LEHTp 3aHATOCTH
HaceneHus». — Pexxum mocrtyma_: https://szan.mintrud18.ru/(nata oopamienus: 01.08.2023).

4. Pab6ora B Poccum [DnextponHslii pecype] / @enepaiibHas ciryx0a Mo Tpyay W 3aHATOCTH. —
Pexxum moctyna :https://trudvsem.ru/(mata oopamenus: 01.08.2023).

5. bank Yrpo3 [Dnextponsslii pecypc] / @eaepanpHas ciayx0a 10 TEXHUYECKOMY U SKCIIOPTHOMY
KOHTpOII0. — Pexkum noctyna :https://fstec.ru/(nara oopamenus: 01.08.2023).

B cooTBeTcTBHU C JOTOBOPOM O CETEBOM opMe peanu3anuu o0pa3oBaTeILHON MPOTrpaMMbl U
noroBopoM o mpakTuueckoit nmoaroroske AIIOY VP «MUITOK» obecnieunBaeT 1ocTym 00ydaronmxcs
K HH()OPMAIIMOHHBIM UCTOYHUKAM.

3.3. YueOHO-MeTOAMYECKOE 00ecTieueHe Ppeau3aliu mMporpaMmMbl

Peanmuzamust  mporpammbl  oOecnieuMBaeTcss  y4eOHO-METOJAMYECKHUM  KOMILJIEKTOM,
BKJIIOYAIOIIUM:

— MPE3CHTAIIMOHHBIN (HAIJISIAHBINA) MaTepuai JUisi TCOPETUYECKUX U MTPAKTUYCCKUX 3aHATUN —
B COOTBETCTBUHU C JIOTOBOPOM O CETEBOM (opMme peanu3ali oOpa3oBaTEIbHOW MPOrpaMMbl U
JIOTOBOPOM O MPAKTUYECKOM MOATOTOBKE nX Hamuuue obecnieunBaet AITIOY VP «MIIOKy;,

— METOJMYECKHE MaTepUalbl MO BBIMOIHEHUIO MPAKTUYECKUX PabOT — B COOTBETCTBUU C
JIOTOBOPOM O CETeBOM (QopMe peanu3aiy 00pa30BaTeNbHOW MPOrpaMMbl U JIOTOBOPOM O
MPaKTUYEeCKON MoAroToBKe MX Hannuue odecneunBaeT AIIOY VP «UITOKy;

— OLIEHOYHBIE Cpe/icTBa I IPOoMeXyTouHol arrectanuu (B [Ipunoxenun 2 k [Iporpamme);

— OLIEHOYHBIE Cpe/icTBa 11 UTOroBoi artectanuu (B [Ipunoxxenun 2 k [Iporpamme).

3.4. KagpoBoe o0ecneyeHne 06pa3oBaTejibHOI0 NMpoiecca

Peanuzanus mporpammsel npodeccrnoHanbHOT0 00yUYeHUsT 00eCeunBaeTCsl MeAarorndecCKuMu
pabOTHUKAMHU, MUMEIONIMMHU JOCTATOUYHYI0 KBAIM(PHUKAIMIO U OMBIT PadOTHl B COOTBETCTBYIOIICH
o0nactu mpodeccCHOHANBHON AesITeNbHOCTH, MPUBIEKAEMBIMU K TEIaroTHYeCKON JESTENbHOCTH B
AHO A0 «LOIIIT YP» u B ATIOY YP «MIID9K» Ha 3aKOHHBIX OCHOBAaHUSX.

3.5. Opranuzanusi 06pa3oBaTeILHOIO MpoIecca

[Tporpamma peanusyercst B opMe MPaKTUIECKOM MOATOTOBKH B TPO(PMIIBHON OpraHu3aIiu.

[IpakTudeckass MOATOTOBKAa — (opMa OpraHu3alud OOpa30BaTEIbHOW AEATEIHLHOCTH IIPU
OCBOCHHMH 00pa30BaTeIbHON MPOTPAMMBI B YCIOBUSX BBITIOJHEHUS 00yYarOIIMMHUCS OMPEIeTIEHHBIX
BUJIOB PabOT, CBSI3aHHBIX ¢ Oyaymiedl mpodecCHOHATBHOW AEATeTbHOCTHI0O M HANpaBIEHHBIX Ha
dhopMupOBaHHE, 3aKpEIUICHUE, Pa3BUTHE MPAKTHYECKUX HABBIKOB W KOMIETCHITUN IO MPOQUITIO
00pa3oBaTeNnpHON MPOTPAMMEI.

OO6pazoBaTenbpHas JAEATEIHPHOCTh B (hOpPME MPAKTUYECKON MOATOTOBKM OpraHW30BaHa MpPH
OCBOGHUU TeM O00pa30BaTeIbHONW MPOrPaMMBI, MPEAYCMOTPEHHBIX YUYEOHBIM IUIAHOM, IyTEM
MIPOBEACHUS MTPAKTUUECKHUX 3aHATUH, TPETYCMaTPUBAIOIINX YIaCTHE O0YyJArOIINXCS B BHITTOJTHEHH U
OTJENBHBIX DJIIEMEHTOB PaboT, CBA3aHHBIX C MPOPECCHOHANTBHOMN JIEATEIHHOCTHIO, a TAKKE BKIIFOUALT
OTJIETIbHBIE 3aHATHS JICKIIMOHHOTO THIA, KOTOpBhIE TpPEIyCMaTpPUBAIOT TMepenady y4eOHOU
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padodero 16199 «Oneparop 31meKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

uHpopManuu 00yJaroMUMCs, HEOOXOIUMOM JJIsi OCIEIYIOIIETr0 BRIIOJHEHHS paboT, CBA3aHHBIX C
Oynyuieil mpogeccuoHaNbHON AESITETbHOCTHIO.

[IpakTnueckass MOATOTOBKA IPU  IPOBEJCHUM  IPAKTUKU  OPraHU3yeTcsl  IyTeEM
HEIMOCPEJACTBEHHOT'O BBIMIOJIHEHUSI OOYYalOIIMMHCS OIpPEAENICHHBIX BHJIOB pabOT, CBA3aHHBIX C
Oymymieit mpopecCHOHATBHON AESITETLHOCTHIO.

[Ipn opranuzanuy MpPakTHYECKONW MOJATOTOBKM OOydYarolIMecs W MpernojaBaTeliud 0O0s3aHbI
coOJII0IaTh MpaBUIIa BHYTPEHHETO TPYAOBOTO pacopsiika Mpo(UIbHON OpraHu3auu, TpeOoBaHUs
OXpaHbI TPYy/1a U TEXHUKU O€30MaCHOCTH.

IIpn peanuzanuu HporpaMMbl HCHOJIB3YIOTCS JIEKIMOHHBIE W IPAKTUUYECKHUE 3aHATHS C
pUMeHEeHHEeM (POHTATBHBIX, HHIUBUAYATIbHBIX U TPYNIOBLIX (hOpM paboThI.

@DopMbI U METOABI, IPUEMBI, IPUMEHSIEMbIE Ha 3aHATHSIX: CIIOBECHBIE METOABI (JIeKLus, Oecena,
OIpOC, KOHCYJbTALMW); HArjsgHble MeTOAbl (Tpe3eHTalus, JIEMOHCTpalus); MNPaKTUYECKUE
(npakTuueckas paboTa, caMmo-OlIeHUBaHHE, MacTep-KJIacc, poOIeMHast CUTYyallns);

Hcnonb3yeMble TeXHOIOTUU 00ydeHUs: UH()OPMALIMOHHO-KOMMYHHUKAIIMOHHBIE TE€XHOJIOTUU;
3I0pOBbE-COEperaroIIre TEXHOIOTHH; IPAKTUKO-OPUEHTHPOBAHHOE 00yUCHHE.

Peanuzamusi mporpaMMbl OCYHIECTBIISETCS B KOMIIBIOTEDHOM KaOMHETE, OCHAIIEHHOM
MEPCOHAIbHBIMUA KOMIIBIOTEPAMHU C JIMIICH3UMOHHBIM MporpaMMHbIM obecrieuenrem VPN VipNET.

[IpenogaBaTenu MOTYT MPOBOJAWUTH MM OOYYArOMIMXCS WHIWBUIYyallbHbIE M TPYHIOBBIE
KOHCYJIbTAaUH (1P HEOOXOTUMOCTH).
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MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

4. ®OPMbBI ATTECTAIIMM 1 ONEHOYHBIE MATEPHAJIBI

4.1. ®opMbl aTTECTALIUN

Pe3ynbraToM OCBOEHMsI NpPOrpaMMbl SBISIOTCS C(HOPMHUPOBAHHBIE KOMIETEHLMH U UX
KOMIIOHEHTBI B COOTBETCTBUM C pasaenamu 1.3 m 1.4 mporpammbl. OneHKa KadecTBa OCBOCHMS
IIPOrpaMMbl OCYILECTBIIAETCS IO PE3YyIbTaTaM OCBOCHMS 00YYaIOLUMCS KOMIIOHEHTOB IPOrpaMMbl
B paMKaXx TEKYIEro KOHTPOJIs, IPOMEKYTOYHONW U UTOIOBOM aTTECTaLlMH.

J1jig ycremHoro 0CBOSHHUsI MPOorpaMMbl 00ydaronieMycs Heo0X0uMo:
— mnocetutb He MeHee 80% yueOHbBIX 3aHATHM, TPAKTUKU U MPOUTH (BBIIIOJIHUTE) HE MEHEe
80% meponpuATHi TEKYILEro KOHTPOJIS, IPEyCMOTPEHHBIX TPOrPaMMOii;
— YCHELIHO NPOUTH IPOMEXYTOUHYIO U UTOTOBYIO aTTECTALUIO.
[IpomexyTouHass arrecranuss IO WUTOraM OCBOEHMSI Y4Y€OHBIX JUCLUMIUIMH, IPAKTHKU
MIPOBOAMTCS 32 CUET YacOB, OTBEJACHHBIX HA UX OCBOEHHE, B COOTBETCTBUU C yUEOHBIM IJIAHOM U
KaJICHIAPHBIM Y4eOHBIM IpaduKOM.

Dopmbl

®opMBbI TEKyILLET0 .

HaumeHoBaHHe KOMIIOHEHTOB IPOTrPaMMBbI NPOMEKYTOYHOI
KOHTPOJISA
arTrecTanuu

Monyns 1. CoBpemennsie TexHonoruu VPN. | tectupoBaHnue, JuddepeHumpoBanHbIN
Cucrema 3amnutsl nHGopmaruu VipNET YCTHBIU OITPOC, 3ayer

OLICHKA PE3yJIbTaTOB
Momyib 2. TexHOIOruM aHanu3a v 3allUThI BBITIIOJTHEHUS HuddepenurpoBaHHbIi
cereBoro Tpaduka. Opranuszanus MIPaKTUYECKUX 3auer
MEXCETEBOI0 B3aUMOACUCTBYS U 3alaHui
TYHHEJIMPOBAHHBIE PECYPCHI
Monyns 3. CTapT Kapbepsl —
[TpakTuka OLIEHKa pe3yJIbTaTOB 3a4er

BBITIOJTHEHUS

3aJIaHUH IPAKTUKU

3ayer 1Mo NMpakTUKE OLIEHWBAETCS MO JABYXYPOBHEBOW IIKale — OTMETKAMH «3aYT€HO» / «He
3a4TeHO». B cojepkaHHWe 3adeTa BKIIOYAETCS OICHKA BBIMOJNHEHHWS BCEX BHJIOB 3aJ[aHUH,
MIPEYCMOTPEHHBIX TIPOTPaMMON IPAKTUKH.

WtoroBas aTrectanys mnpeiHa3HauyeHa AJIs ONpeNeIeHUs] COOTBETCTBUS C(POPMHUPOBAHHBIX Y
o0yJaroImuxcs KOMIIETCHIIWH, 3HAaHWH, YMEHHA M HaBBHIKOB IUIAHUPYEMBIM B IpOrpamMme
npo¢eccHOHAIBLHON MOATOTOBKM 00pa30BaTeNIbHBIM pe3yJbTaTaM U YCTAaHOBJIEHUS Ha 3TOW OCHOBE
JuaM, MpoueaAmnM npodeccuoHaabHoe 00ydeHue, KBaludukaluu no npodeccun padodero
«OnepaTop 37EKTPOHHO-BBIUNCINUTEIBHBIX M BEIUUCIUTENIBHBIX MAIIUH.

WroroBast arrecranusi mpoBOAMTCS B (opMe KBATM(UKAIMOHHOTO 3K3aMEHa, KOTOPBIH
BKJIIOYAET MPAKTHUECKYI0 KBaTM(PUKALMOHHYIO PabOTy M HPOBEPKY TEOPETUUYECKUX 3HAHUM B
npesenax KBanu(pUKAIMOHHBIX TPEOOBaHMIA, YKa3aHHBIX B COOTBETCTBYIOMIEM MPOGECCHOHATEHOM
CTaHJapTe.

K mpoBemeHWio  KBaNM(HUKAIMOHHOTO  JK3aMEHA  TPUBJICKAIOTCS  MPEICTABUTENN
paboTonareneii, uX 00bEAMHEHHIA.

4.2. OueHOYHBIE MATEPHAJIBI

OneHouyHble MaTepuaibl IpeacTaBieHsl B [Ipunoxenun 2.
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[Ipunoxenue 1

MaTepnaﬂbno-TexnnquRoe OCHAIICHHUEC paﬁotmx MECT

npenojaBartesi HPOrpaMMbl U 00y4Yarouierocsi

MaTepI/IaHBHO'TCXHI/I‘ICCKOC OCHalICHHEC pa6oqero MECTa MperogaBaTeiid IIporpaMmMBbI:

Bup 3ansatuii

HaumenoBanue
MOMEILIEHUS

HaunmenoBanue o60pynoBaHust

Komnu
€CTBO,
LT

Texauueckue
XapaKTCPUCTHUKH,
JpyTHue
KOMMEHTapuu (IIpH
HE00X0IMMOCTH)

1

2

3

5

Jlexmmn

Aynuropust

Cucremusiii 010k Intel Core i3 ¢
ITO VipNET.

Intel Core i3-10105F
/8 Gh DDR4 /120
Gb SSD /1000 Gb
HDD /1 Gb GF210/
600W

Monutop Asus VY279HE

27", 1920x1080, IPS
Mmatpuua, 75 ', D-
Sub, HDMI

IIpakTuueckue
3aHATHS

KommnbrotepHsIit
KJ1acc

Cucremnsiit 610k Intel Core i3 ¢
IO VipNET.

Intel Core i3-10105F
/8 Gb DDR4 /120
Gb SSD /1000 Gb
HDD /1 Gb GF210/
600W

Monutop Asus VY279HE

27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI

Macrepckast

Cucremusiii 010k Intel Core i3 ¢
ITO VipNET.

Intel Core i3-10105F
/8 Gh DDR4 /120
Gb SSD /1000 Gb
HDD /1 Gb GF210/
600W

Monutop Asus VY279HE

27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI

MaTepI/IaHBHO'TCXHI/ILICCKOe OCHaAIIICHHUEC pa6oqero MECTa 06yqalomeroc;1:

Bup 3ansTui

HaumenoBanmue
MOMEILIEHUS

Hamnmenosanue o60pynoBaHus

Komnu
€CTBO,
T

Texnuueckue
XapaKTepUCTUKH,
JpyTHe
KOMMEeHTapuu (IIpu
HE00XOIUMOCTH)

1

2

3

5

Jlekun

Aynuropus 306

Cucremuslii 0110k ¢ [10
VipNET u BM IWTM, IWDM.

Intel Core i7-
10700KF / 32Gb
DDR4 /512 Gb SSD
/1000 Gb HDD / 1
Gb GF210 / 600W

Monurtop Asus VY279HE

13

27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI

[IpaxTryeckue
3aHATHS

Komnsrotepnsrit
KJ1acc

CucTeMHBIN OJIOK

13

Intel Core i7-
10700KF / 32Gb
DDR4 /512 Gb SSD
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o npodeccuu

[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
pabouero 16199 «OmnepaTop 31EKTPOHHO-BBIYUCIUTENBHBIX U BEIUACITUTEIBLHBIX

MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO JITO
«{OTIIIT YPy»

OcHoBHas porpamMma IpoheCCHOHATBHOTO 00YYeHUS — TporpamMma MpodeCCHOHATBHON
MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

/1000 Gbh HDD / 1
Gh GF210 / 600W

Monutop Asus VY279HE 13 27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI

Macrepckast CucreMmusiii 6siok € ITO 13 Intel Core i7-

VIipNET u BM IWTM, IWDM. 10700KF / 32Gb
DDR4 /512 Gb SSD

/1000 Gb HDD /1
Gb GF210 / 600W

Monutop Asus VY279HE 13 27", 1920x1080, IPS
matpuia, 75 I'u, D-
Sub, HDMI
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