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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

1. OBIIAA XAPAKTEPUCTUKA IMTPOI'PAMMBI

1.1. HopmaTuBHbIe NIPABOBbIe OCHOBAHHS Pa3padoTKH MPOrpaMMbl
HopMmaTtuBHy10 IpaBoBYIO0 OCHOBY pa3pabOTKU MPOrpPaMMBbl COCTABIISIOT:

— @epnepanbHblii 3ak0oH OT 29 nekadbpst 2012 r. No273-d3 «O6 obpa3zoBanun B Poccuiickoii
denepanuny;

— mpuka3z MunucrepcTBa npocernienus Poccuiickoit @eaepanmu ot 26 aBrycra 2020 r. Ne438
«O6 ytBepxkneHun Ilopsoka opraHu3ald  ©W  OCYIIECTBJICHHS 00pa3oBaTENbHOM
NeSITeIbHOCTH 110 OCHOBHBIM IIpOrpaMMaM Ipo(hecCHOHATLHOTO 00YUYEHHS;

— mpuka3z MunucrepcTBa npocpemienus Poccuiickoit @eaepannn ot 14 urons 2023r. Ne534
«O06 ytBepxkaenuun llepeuns mpodeccuii pabodmx, MTOIDKHOCTEH CITyKaluX, MO0 KOTOPBIM
OCYIIECTBISIETCS MPOoQecCHOHaTbHOE 00ydeHUe;

— Tlopsimok opraHu3aniyi ¥ OCYLIECTBICHUS OOpa30BaTEIbHON NEATEIBHOCTH IMPH CETEBOU
(bopme peanuzannu 00pa3oBaTENbHBIX IPOrpamMMm, YTBEpxaeHHbIN [Iprikazom MunucTepcTBa
HayKu U BbIciiero oOpa3oBanus Poccuiickoit denepanuu 1 MUHHCTEPCTBA MPOCBEIICHHUS
Poccwuiickoit @eneparuu ot 05 aBrycra 2020 r. Ne 882/391;

— npuka3z MuHHCTEpCTBa HayKu U BeIcuero oopasosanus PO, MunucrepcTBa npocBelieHus
P® ot 5 aBrycra 2020 r. Ne 885/390 «O mpakTu4eckoi moAroTOBKE 00y4atoIuXCsh);

— Kpamudukaunonuslif crnpaBouHUK mpodeccuil pabodyux, KOTOPHIM YCTaHABIMBAIOTCS
Mecsiaable oknaabl. Pazmen: Ilpodeccun paboumx, oOmue aas BCeX OTpaciied HapOIHOTO
xo3siicTBa. KBanudukanuoHHble XapakTepuCTHKU (YTB. HOCTaHOBIEHHEM [ockomMTpyaa
CCCP u BIICIIC ot 20 ¢eBpans 1984 r. N 58/3-102);

— npukaz3 MuHHCTEpCTBa TpyAa U coIUaNbHOW 3amuThl Poccuiickoit ®denepanuu ot 14
ceHTs10pst 2022r. Ne525u «O06 yTBepkaeHun npodeccuoHalbHOro cranaapra "Crenuanuct
10 3aIuTe HHOPMaIMU B aBTOMAaTU3UPOBAHHBIX cUcTEMaxX " ».

[IporpamMma peanuzyercst B ceTeBoil popme, KoTopasi 00ecreurBaeT BO3MOKHOCTb OCBOEHUS
oOyJaronuMucs 00pa3oBaTeIbHOM MPOrpaMMbI U (MJIH) OTJENbHBIX Y4eOHBIX MPEIMETOB, KYPCOB,
JUCHUILTAH (MOJyJeH), MPaKTUKU, UHBIX KOMIIOHEHTOB C HCIIOJIh30BAaHHUEM PECYpPCOB HECKOIBKHX
OpraHM3alMii, OCYIIECTBIISIOMNX 00pa30BaATENbHYIO JESTEIbHOCTD.

[Tpu ceteBoii hopme peanmuzanuu nmporpaMmbl 0a30BOM OpraHu3alyei sIBISeTCs aBTOHOMHAs
HEKOMMeEpUecKass OpraHu3alus JOMOJHUTEIBbHOro MNpodeccuoHanbHOro odOpa3zoBaHus «LleHTp
ornepexaroriei mpodeccnoHanIbHOM MOAroTOBKU Y aMypTckoi Pecrybmukm» (manee — AHO AITO
«OIIIT YP»), opranuzamueii-ydyaCTHUKOM — aBTOHOMHOE MPO(EeCCHOHAIBHOE 00pa3oBaTEIHHOE
yupexaeHue Yamyprckoil PecmyOnuku «VkeBCKkHil TPOMBIIUIEHHO-9KOHOMUYECKHM KOS
(manmee — ATIOY VP «UIIDOK»).

AIIOY VP «MIIBK», sBusack mnpodeccHoHaIbHOW 00pa3oBaTeNbHOW OpraHu3aluei,
peanu3yonieii ocHoBHBIE 00pa3oBaTenbHbIe porpammbl CI1O no npoduiito HacTosAIIeH MporpaMMBbl
poeCCHOHAIBHOTO 00yUYeHHs, 00€CTIeUnBaET MPAKTUIECKYIO MOATOTOBKY O0YJAFOIIINXCS.

1.2. IlepeuyeHb cOKpaleHHUI

KC — KpanuduxaoHHnslii cripaBouyHuK mpodeccuil pabounx, KOTOPbIM YCTaHaBIMBAIOTCS
MecstuHble okaabl. Paszaen: [Ipodeccun pabounx, oOmme At Bcex oTpaciaei HapoIHOTo X035HCTBa.
KBanuduxarnuonnsie xapakrepuctuku (yTB. moctaHosyenueM ['ockomtpyna CCCP u BLICIIC ot 20
¢espans 1984 r. N 58/3-102);



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO JI1O OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«IOIIIT VP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero
I[IC — mnpodeccuonanbupii  crangapt «CoenuanucT mo 3ammre uHQoOpManmud B

aBTOMATHU3HPOBAHHBIX CUCTEMaX», YTBEPKIACHHBIN Mpuka3oM MUHHCTEPCTBA TPyJa U COLMAIbHON
3ammThl Poccuiickoit @enepannu ot 14 centsiOps 2022r. Ne525H.

OT® — 0600111eHHBIEC TPY10BBIE HYHKIIHNH;

T® — tpynoBsie pyHKINY,

T/ — TpyaOBBIE NEHCTBHS;

[1K — mpodeccroHanbHbIe KOMIIETCHIINH;

ITH — npodeccrnonanbHble HABBIKH;

Y — ymeHus;

3 — 3HaHHS;

J1/3 — nuddhepeHupoBaHHBIN 3a4ET;

KD — kBanmudukanmoHHbIN SK3aMEH.

1.3. Hean peaju3anuu NporpaMmmal

Ilenp oOpazoBaTenbHON TpOTrpamMMBbl — (hOpMHUpPOBaHUE Y 00yUaAIONIUXCs MTPO(HECCHOHATBLHBIX
KOMITIETEHIIHMH, 00eCreunBaOIIUX MoIyYeHne kpanudukanuu no npodeccun padbouero «Oneparop
SJICKTPOHHO-BBIYHUCIUTCIBHBIX U BEIYUCIIUTCIIBHBIX MAIUH .

OO6pazoBatenbHas MporpaMMa HalpaBlieHa Ha:

— mnpodeccuoHaabHOEe OOyuYeHHEe IWIl, paHee He HMEBIIMX mpodeccur padodyero WiIH
JIOJDKHOCTH CITYXKAIET0, C YYeTOM BUAA MPOPECCHOHATBHON NeITETbHOCTH, HA OCHOBAaHUU
tpeboBanuii [1C;

— co3JaHue ONaronpusATHBIX MCHUXOJOTO-TIEJarOrMYeCKUX YCIOBHUM ISl PA3BUTUS JTUYHOCTH
oOydJaromerocsi myTeM TYMaHH3allUd MEXKIMYHOCTHBIX OTHOIICHHH, (OPMHUPOBAHHE
HABBIKOB OOIIEHUS 00YyYaromMXCsi, OCHOBAHHBIX HA MPUHIMIAX B3aUMHOTO YBaXCHHS U
B3auMOIIOMOIIIHY, OTBETCTBEHHOCTH, KOJIJICKTUBHU3Ma 1 COHHaHI)HOﬁ COJIMAAaPHOCTH,

— mnpuoOiieHue oOydarluxcss K POCCUHCKUM TPAJAMLIMOHHBIM JTyXOBHBIM IIEHHOCTSIM,
MpaBWJIaM U HOpPMaM MOBEIEHUs, TPUHITHIM B POCCHUIICKOM OOIIIECTBE HA OCHOBE POCCUMCKHX
0a30BBIX KOHCTUTYIIMOHHBIX HOPM U LIEHHOCTEH;

— (dopmupoBanue 'y OO0ydalOmMXCAd AaKTUBHOW  TPAXKIAHCKOW  TO3MIIMH, UYYyBCTBA
OTBETCTBEHHOCTH 3a CBOIO CTpaHy, MPUYACTHOCTU K HCTOPHUKO-KYIbTYPHOU OOUIHOCTH
poccuiickoro Hapona u cyarbe Poccuu;

— (dopmupoBaHue CIOCOOHOCTH OOYYArOIIUXCSl Peaju30BaTh CBOM TOTEHIMAT B YCIOBHUSX
COBPEMEHHOT0 OOIIeCTBa, pa3BUTHE TBOPUECKOTO TMOTEHIMada OOyYaroluxcs; UX
OpraHn3allMOHHO-KOMMYHHWKATHBHBIX HABBIKOB.

Jluia, ycnenHo caaBiive KBaTU(PUKAIIMOHHBIN 9K3aMeH, TI0 pe3ysibTaTtaM MpodeccruoHalbHOTO
oOydyeHHus: MOJydaloT KBamMpukanuioo 10 mnpodeccun padodero «OrmepaTop dIEKTPOHHO-
BBIUUCIUTENbHBIX W BBIYUCIUTENBHBIX MAaIllMH», YTO TMOATBEPXKAAETCS JOKYMEHTOM O
KBaTM(UKAIIMN — CBHIETEILCTBOM O Mpodeccun pabouero, JOJKHOCTH CIIYXKAIIeTo.

1.4. Tlnanupyemble pe3yJibTaThl 00yUeHH s

PesynbTaTel ocBOeHHs 00pa30BaTENbHON MPOTrpaMMBbl OIIpeieTIieHbl Ha OCHOBE TpeboBanmit KC
u IIC.

B pesynpTare ocBoeHMsT 00pa30BaTEIbHOM TPOTPaMMBbI 00yUAIOIIUIICS JOIKEH OCBOUTH:
npodeccroHaIbHbIE KOMIETEHIINH, COOTBETCTBYIOIIHE TPYAOBBIM byHKIUAM
000011eHHON(BIX) TPy 10BOH(bIX) QyHKIMH(i) T1C:
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o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHas porpamMma IpoheCCHOHATBHOTO 00YYeHUS — TporpamMma MpodeCCHOHATBHON
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero
OTo® TO IIK
KOJT U HANMEHOBAHUE KOJT HAUMEHOBAHUE KOJI HAWMEHOBAHUE
YPOBEHB
KBaH(HU
Kaluu
Kon A | O6cnyxkuBanune A/0L5 [TpoBenenue [IK 1 | IIpoBencuue
CHCTEM 3allUTBI TEXHUYECKOT'O TEXHUYECKOI'O
Vposens | HHOpMAIHHT B o0CITyKUBaHUS 00CITyKUBaHUS
5 aBTOMAaTH3NPOBAHHBIX CHCTEM 3alIUTHI CHCTEM 3alIUTHI
chcTeMax, uHpOopMaIu uH(pOopMaIU

HCIIOJIb3YEMbIX B TOM

aBTOMAaTU3UPOBA aBTOMATU3UPOBAHHBIX
Yrcie Ha 00BbEKTax

KPUTHYIECKOM HHBIX CUCTEM CUCTEM
MHGOPMAITMOHHOM

nH(GPACTPYKTYPHI, B
OTHOLICHUHU KOTOPBIX
OTCYTCTBYET
HE00XOIUMOCTb
MIPUCBOCHUS UM
KaTeropui
3HAYNMOCTHU

npodeccuoHaIbHbIE HABBIKH, COOTBETCTBYIOUINE TPYAOBBIM JCUCTBUSAM TPYIOBBIX (YHKIIMA

I1C:
ITHI1. [IpoBepka pabOTOCIIOCOOHOCTH CHUCTEMBI 3aLIUThl MH(GOPMALMU ABTOMAaTU3UPOBAHHOMN
CHCTEMBI
ITH2. KoHTpoab  COOTBETCTBHUS ~ KOH(UIypaluud  CHCTEMbl  3allluThl  HMH(OpMAaLUU
aBTOMAaTU3MPOBAHHOM CUCTEMBI €€ IKCILTyaTallMOHHON TOKYMEHTAluu
ITH3. KoHTpoiab  cTaOWIBHOCTH  XApaKTEPUCTHK  CHUCTEMBbl  3aIIUThl  UHGOpMaLUu
aBTOMaTU3UPOBAHHOM CUCTEMBI

YMEHHUS COOTBETCTBYIOIUX TPyA0BbIX pyHKIMit [1C:
V1. KonpurypupoBarb mnapameTpbl CHUCTEMBI 3alUThl WH(GOPMallMU aBTOMAaTU3MPOBAHHOMN
CHCTEMBI B COOTBETCTBHHU C €€ SKCIUTyaTallMOHHOM TOKyMEHTalueH;
V2. OOHapyXuBaTh ¥  YCTpaHATb HEUCIPABHOCTH CHCTEMBbl  3allUThl  MH(pOpMalUU
aBTOMATHU3HPOBAHHOW CUCTEMBI COTJIACHO JKCILTyaTallMOHHON JOKYMEHTAINH,
V3. IIpon3BOoANTE MOHTaX U JUATHOCTUKY KOMIIBIOTEPHBIX CETEH;
V4. Vicnonb30BaTh TUMOBbIE KpUNTOrpaUUECKre CpeicTBA 3alIUThl HH(OPMAIUH, B TOM YHCIIe
CPEICTBA 2JIEKTPOHHOM MOATNCH.

3HaHUS COOTBETCTBYIOUIMX TPYA0BbIX (yHkimii I1C:

31. TunoBble cpeACTBa M METOIBl 3aIIUTHl HH()OpPMAIMK B JIOKAIGHBIX W TJIOOATBHBIX
BBIUUCIIUTENILHBIX CETAX

32. ba3oBast KOHQUTypaIysi CUCTEMBI 3alIUTHl HH)OPMAIIMH aBTOMAaTH3UPOBAHHON CUCTEMBI,

33. Oco0eHHOCTH NPUMEHEHUS] MPOTPAMMHBIX M IMPOrPaMMHO-AMIAPATHBIX CPEACTB 3aIIUTHI
nHGPOpPMAINY B aBTOMATU3HPOBAHHBIX CUCTEMAX;

34. TunoBble CpeACTBAa, METOABI M MPOTOKOJIBl WACHTU(UKAIMM, ayTeHTU(UKAIUK U
aBTOPH3AIINH,

35. HopMaTHBHBIE TPaBOBbIE aKThI B 00JIACTH 3alIUTHl HH(POpMaIuiy;

36. Oprann3alnoHHbIE MEPHI 110 3aIUTE HH(OPMALIUH.

5



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX

MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

1.5. Kareropus ody4yawmmuxcs

K ocBoenmro 06paBOBaTeHBHOﬁ IMporpaMmsbl JOITYCKAKOTCA JIMIA PAa3JIMIHOIO BO3pacTa, paHee
HC HMMCBIIUC HpO(beCCI/II/I pa6oqer0 WX JOJDKHOCTHU CJIyKalero, B TOM YHCJIC HEC HMCIOIIUC
OCHOBHOI'O 06IH€1"O HUIn CpEAHETO O6H.I€FO 06pa3OBaHI/Ie, BKJIIO4Yas JUI € OrpaHHUYCHHBIMU
BO3MOXXHOCTAMHU 3J0POBbA.

1.6. ®opma o0yueHHUsI: OYHAS.

1.7.  O0beM u cpok ocBoeHHsI 00pa30BaTeIbHON NPOTrPAMMBI

O06BeM (TPyI0EMKOCTh) 00pa30BaTEIbHOM MPOTpaMMBbI cocTaBiisieT 144 akajieMHUYECKUX daca.
Cpok ocBoeHMs 00pa30BaTeIbHON IPOrpaMMBbl cocTaBigeT 14 Henenb.

1.8. HroroBas aTrTrecramusi
OOpasoBarenbHass ~ MporpaMMa  3aBEpIIACTCS  WTOTOBOWM  aTTectanmed B gopme
KBAJTU(PUKAIIMOHHOTO 3K3aMEHA.



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH

o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO JITIO

«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI

2. COAEPXXAHUE IMTPOI'PAMMBbI

2.1. Y4eOHBIH IJIaH

B ToMm uucie:

HaunmenoBanue MIPOMEIK.
Bcero, MPAKTUY. U

KOMITOHEHTOB u

Jac. JEKIUH nabopar.

MpOrpaMMbI UTOT.KOHT
3QHATHUS
poJib

®opmMma
KOHTPOJIS

Monyis 1. 34 8 25 1
CoBpeMeHHbIe
TEXHOJIOTHH
oOecrecucHus
0€30I1aCHOCTH.
HNHCcTpyMEHTBI
3aIUTEI
uHpOpMaLIUH.

/3

Monaynb 2. 62 8 53 1
TexHomoruu aHaan3a
1 3aIHUTHI CETEBOIO
Tpaduka.
Opranuzanust
MEXKCETEBOIO
B3aMMOJICHCTBUSA U
TYHHEIIMPOBAHHBIC
pecypcehl.
Oobecrieuenue
0e30ImacHOCTH
UH(PaCTPYKTYpHI
UH(POPMALIMOHHOM
CHCTEMBEI.

/3

Monyins 3. Crapr 6 2 4 -
Kapbephl

[TpakTuka 36 - 36 -

3auer

o

Hrorosas arrecranus 6 - - 6

K5

5.1.

IIPOBEPKa 1 - - 1
TEOPETUIECKUX
3HaAHUHI

5.2.

MpaKTHYecKast 5 - - 5
KBaJTH(HUKAIIMOHHAS
pabora

HUTOTO: 144 18 118 8

[TpakTHKOOPHUEHTHPOBAHHOCTH — 82%
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MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AIIO
«1OIIIT YPy»

OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

2.2. YuyeOHO-TEeMAaTHYECKUH IJIAH

Ne HaumenoBanue komrnoneHtoB | Bcero, B ToM uncie dopma
porpaMmMabl aK.gac. JICKIITNN IIpaKTHUY. IIPOMEXK. KOHTPOJIAA
n Hu UTOT.
mabopaT. | KOHTPOJIb
3aHATHA
1. | Moayab 1. CoBpeMeHHBIE 34 8 25 1 /3
TeXHOJIOTHUH o0ecredeHust
0e30IacHOCTH.
HNHcTpyMeHTHI 3a1MThI
HHGopManuu.
11 | AkTyajapHOE COCTOSTHUE 2 2 - - YCTHBIH OIpoC
NT-orpacnu B 4actu
KrOepOe30IacHOCTH
WH(OPMAIMOHHBIX CUCTEM
1.2 | TpeGoBaHus OXpaHbI TPyIa 1 1 - - YCTHBIH onpoc
U TeXHUKH 0€30MacHOCTH
1.3 | ludporas rurueHa. 4 2 2 - OLICHKa
Koo o
MpaKTHUY. 33JJaHUN
1.4 | IIpaBuna 6e30macHOIO 2 - 2 - OlleHKa
IIOBEJCHUS B CETU 5:;‘11}’;1;;2;31;
nrepuer. IPAKTHY. 331aHHi
15 | [IporpamMmsl 31Tl OT 4 2 2 - OLICHKa
ppesonooro L
MPOrpaMMHOT0 KOJa. S —
1.6 | OcHoBBI pa3paboTKu 4 1 3 - OLIeHKa
UH(OPMAILIMOHHBIX CUCTEM 5:2’5;;2532
MpaKTHUY. 33JIaHUN
1.7 | OcHOBBI 00BEKTHO- 2 - 2 - OlleHKa
OPUEHTHUPOBAHHOI'O pe3yJIbTaToB
nporpammuposanus (OOIN) npiﬁ?iiﬁnﬁ
1.8 | Apxurektypa dpeiimBopka 4 - 4 - oleHKa
PE3YILTATOB
BBIITOJIHCHUS
IIPpAaKTHUY. SaI[aHI/Iﬁ
1.9 | Pa3pabotka 2 - 2 - olleHKa
WH()OPMAIITMOHHOMN CHCTEMBI pE3yJIbTaTOB
BBIIIOJTHCHU A
IIpaKTHU4. 3aHaHHﬁ
1.10 | OGecmneuenue 4 - 4 - OLIEHKa
0€301acHOCTH pe3yNIbTaToB
MH(POPMALOHHON CHCTEMBI np:i:ﬁ?i;;ginﬁ
111 | 3amwura naGOpMAIMOHHOH 4 - 4 - olleHKa
CHCTEMBI OT BHEIIHUX yIpoO3 pe3yJIbTaToB
BBIITIOJIHCHU S
MpaKkTUY. 33JIaHUN
1.12 | [IpomexxyTouHas 1 - - 1 /3
aTrecTanys 1o Moayio 1




[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AI10 OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«IJOIII YPy» HOJATOTOBKH 10 podeccH pabovero/10MKHOCTH CITy KaIlero
No HaumenoBanue komnonentoB | Bcero, B ToMm uncine ®opma
porpaMmMabl aK.dac. JICKIINN IMpaKTHU4. MIPOMCIK. KOHTPOJIAA
n " UTOT.
mabopaT. | KOHTPOJIb
3aHATHA
2 | Moayab 2. Texnonoruu 62 8 53 1 /3
aHAJIM3a U 3alUThI
ceTeBoro rpaguka.
Opranuszanus
MeKCeTeBOro
B3aHNMOJAEeHCTBUSA U
TYHHEJIUPOBaHHbIE
pecypcnl. O0ecnieuenue
0e3onacHoOCTH
HHPPACTPYKTYPbI
HH(OpPMAITHOHHOMI
CHCTEMBI.

2.1 | TexHOJOTMH aHAIN3a 2 - 2 - OlleHKa
3aIUTHI CETEBOrO TpaduKa. pe3yIbTaToB
Opranu3anus MexceTeBOro BEITOTHCHHA -

o MpaKTHu4. 3alaHun
B3aUMOJICHCTBUSA U
TYHHEJIMPOBAHHBIE PECYPCHI

2.2 | Kondurypanus ceTeBoi 8 - 8 - OlleHKa

UHPPACTPYKTYPHI pe3yJIbTaToB
BBIITOJTHCHUA
IIPaKTU4. 3aJaHUA

2.3 | TeXHOJOTHH areHTCKOTO 28 8 20 - OlleHKa

MOHUTOPHHTA. PE3YIIbTATOB
BBIIIOJTHCHUA
IIPpAaKTHUY. SaI[aHI/Iﬁ

24 | [Nonutuka  0€30MACHOCTH 8 - 8 - OLIEHKa
OpraHu3aInH. pe3ynbTaTtoB
Kouurypuposare  DLP —

2.5 | Yrpo3sl nHGOpMAITHOHHOMH 15 - 15 - OLICHKA
0e30MacHOCTH pe3yNbTaToB

BBIITOJIHCHUS
MpaKTHUY. 33JIaHuN

2.6 | IIpomexxyTouHas 1 - - 1 J/3

aTTecTalus o MOAYJIo 2
3 | MoayJas 3. Ctapt 6 2 4 - -
Kapbepbl

3.1 | Tema 3.1. CrapT Kapbepsl. 6 2 4 - -
KapbepHnas tpaexkropus
pa3BUTHS

3.1.1 | Craprt Kapbephl: IOKCK 2 2 - - YCTHBII Ompoc
paboThl, pe3tome,
cobece/JoBaHUE

3.1.2 | CocraBieHue pe3rome 1 - 1 - OlleHKa
HNOTEHIMAJIBLHOTO pabOTHHKA. pesyJpTaToB
HO}IFOTOBK& K BBIITOJIHCHUS

MPaKTHY.

cobeceJ0BaHNUI0 B




[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHas porpamMma IpoheCCHOHATBHOTO 00YYeHUS — TporpamMma MpodeCCHOHATBHON
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero
No HaumenoBanue komnonentoB | Bcero, B ToMm uncine ®opma
MIPOTPaMMBI aK.yac. | JIeKIMM | MpakTU4. | TPOMEX. KOHTPOJIS
u U UTOT.
mabopaT. | KOHTPOJIb
3aHATHUS
3.1.3 | [InannpoBaHue KapbepHOU 3 - 3 - OlCHKa
TPAaEeKTOPUH PA3BUTHSI. e
HOCT OCHIe BBIITOJIHCHUS
p IMpaKTHu4.
00pa3oBaTeNIbHO- B
npoecCHOHATBLHOM
TPaeKTOPUH.
4. | llpakTuka 36 - 36 - 3ayer
5. | HroroBsas arrecrauusa 6 - - 6 K>
HUTOIO: 144 18 118 8
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX

MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

2.3. PaGouas nporpamma

Moayab 1. CoBpeMeHHbIe TEXHOJIOTHN olecriedeHusi 0e3onmacHOCTH. MHCTPYMEHTHI 3allUThI
uHopManuu.

Tema 1.1. AxryansHoe coctosinue UT-oTpacnu B yacTu kubepOe30macHoCTH

1.1.1. AxryanbHoe coctossare UT-oTpacinu B 4acTu KuOepOe30nmacHOCTH

Jlexyus — 2 Jaca

BBomHoe 3ansatue. O3HakomiieHHE ¢ TNPOPECCHOHANBHBIM cTaHgapToM «CHenuanuct 1o
WHPOPMAIIMOHHBIM pecypcam». AkTyaiabHoe coctostaue U T-oTpaciu B 4acTi KuOepOE30MacHOCTH.
Crannapt «CrenuaiucT o 3aiuTe HHPOPMAIlMi B aBTOMAaTU3UPOBAHHBIX CUCTeMax». OTpaxKeHHe
B TPYJIOBBIX (DYHKIIMSX IO CTaHAAPTy KOMIETeHIIMU «KopropaTruBHas 3aiuTa OT BHyTPEHHHUX yIPo3
MH(POPMAIIMOHHOH 0€301TacHOCTHY.

Tema 1.2. TpeOGoBaHusi OXpaHbl TPyAa U TEXHUKH OE30MACHOCTH IMPH paboTe C AIEKTPOHHO-
BBIYHCIIUTEIILHON TEXHUKON

1.2.1. TpeOoBaHus oXpaHbl TpPyAa M TEXHUKH OE30MACHOCTH TMpU pPadOTE€ C AIEKTPOHHO-
BBIYMCIUTEIILHON TEXHUKOM

Jlexyus — 1 4ac.

O030p OCHOBHBIX TpeOOBaHWN OXpaHbl TPyda, pazdop KypHama OE30IMacCHOCTH, HaXOXKICHUE
OTHeTyIIuTeNel B kabuHerax, neicteus npu YC.

Tema 1.3. ludposas ruruena. Kubepyrposst

1.3.1. Iludposas ruruena. Kubepyrpossi.

Jlexyus — 2 daca

Bunsl kubepyrpos. MHTepHeT-yrpo3bl.  BHemHue (BpeZoOHOCHBIH MPOrpaMMHBIM KOJ, CHaM,
(UIIMHT, CeTeBblEe aTaKu, B3JIOM YCTPONCTBA, B3JIOM aKKayHTOB U T.JI.) U BHYTPEHHHE (MHTEPHET-
3aBUCUMOCTb,  HMHTEPHET-NIPOKPACTUHAIMS)  MHTEPHET-yrpo3bl.  KOMMyHMKallMOHHbIE U
TEXHOJIOTMYECKUE UHTEPHET-YIPO3bI.

1.3.2. Pabora ¢ caiitom ®CTIK, 6ankoM yrpos.
IIpaxmuueckoe 3anamue — 2 4Jaca.

Tema 1.4. [IpaBuna GezonacHoro noseaeHus B cetu MHTepuer

1.4.1. PaboTa ¢ XpaHWIHIIEM TIaposieH, ciryx00it 6ezomacuoctu Windows
IIpakmuyeckoe 3anamue — 2 yaca.

Tema 1.5. HpOI‘paMMBI 3alIUTBI OT BpCAOHOCHOT'O IPOTpaMMHOT'0 KOJld

1.5.1. TIporpamMmsbl 3alIUTHI OT BPEAOHOCHOTO IPOrPAMMHOTO KOJIa.

Jlexyus — 2 daca

[TporpaMMmebl poauTenbckoro kouTpois. CpeacTBa mu@poBanus JaHHBIX. CpenacTBa OJIOKUPOBaHUS
HEXEIaTeIbHOTO0 KOHTEHTA.

1.5.2. I3yueHne u ycTaHOBKA MPOTPAMM 3aIIUTHI OT BPETOHOCHOTO MPOTPaMMHOT0 KOJa
IIpaxmuueckoe 3anamue — 2 4aca.
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX

MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

Tema 1.6. OcHOBBI pa3paboTKu MHYOPMAITOHHBIX CUCTEM
1.6.1. Benenme. IlepeMeHHBIC, MHOXXECTBa, CIOBAPH, KOPTEXKH, CIUCKU. LIMKIBI, yCIOBHBIC
orneparopsl, PyHKINHU, 00BEKThl. MeTo1bl paboThI CO CTPOKAMH U MacCUBaMH, CPE3bI.

Jlexyus — 1 gac.

1.6.2. dyuxuuu map, lambda, reduce, filter. 3rakoMcTBO cO cTaHIAPTHBIMU OUOJIMOTEKAMHU.
Ilpakxmuueckoe 3ansimue — 3 4aca.

Tema 1.7. OcHOBBI 00BEKTHO-OPHEHTHPOBAHHOTO ITporpammupoBanus (OOIT)

1.7.1. ITpununer OOIT. Knaccel, MeTObI, CBOMCTBA. YPOBHU J0CTYTIA.
Ilpakmuueckoe 3auamue — 2 4aca.

Tema 1.8. Apxurekrypa (peiimBopka
1.8.1. MVT-apxurektypa Django. Cranmaprasie onepaimu CRUD. IIpenmyniecTBa, HETOCTaTKH.
CpenctBa obecnieueHust 6€301MaCHOCTH.

Hpaxmuttecxoe 3aHAmMue — 2 Jaca.

1.8.2. YcraHnoBKa, HaCTpOWiKa, MOAKITIOUYCHHUE.
Ipaxmuueckoe 3ansimue — 2 4aca.

Tema 1.9. Pazpabotka nHGOpPMAITMOHHONW CHUCTEMBI

1.9.1. Pa3zpabotka hopM, JTOTHKH, TOAKITIOYCHNE XPAHUITHII]

Ipaxmuueckoe 3ansimue — 2 4aca.

Tema 1.10. O6ecnieuenue 6e30macHOCTH MHOOPMAITMOHHON CHCTEMBI

1.10.1. Bamura oT MexcaiiToBoro ckpuntuhra (XSS). 3amura 0T MEKCaiTOBOM MOIEIIKA 3aIIPOCOB
(CSRF).

IIpakmuyeckoe 3anamue — 2 yaca.

1.10.2. 3amura ot SQL-unbeknuii, HTML-unbekiuii.
Ilpaxmuuecxoe 3ansamue — 2 daca.

Tema 1.11. 3amuTa HHPOPMAIIMOHHON CHUCTEMBI OT BHEILIHUX YIPO3

1.11.1. 3amwmTa ot Clickjacking. Banumarust 3aroioBKoB. 3anura CeCCHid.
Ilpaxmuueckoe 3ansamue — 2 daca.

1.11.2. lludpossie ceprudukarel. SSL/HTTPS. Kpunrorpapuueckas 3ammuTa.
IIpakmuueckoe 3anamue — 2 4aca.

1.12. Mpome:xxyTouHasi arrectamusi 1Mo Moaym0 l«CoBpeMeHHBIE TEXHOJOTHH O0ecreueHUs

6e3omacHocTi. UTHCTpYMEHTHI 3alTUTHI HHGOPMAITUNY.
Jugpepenyuposannviii 3auem — 1 uac.
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

Moayab 2.  TexHOJI0rHM aHAJIM3A U 3AIIUTHI ceTeBOro Tpaduka. Oprann3anus MexxceTeBoro
B3aMMOJEHCTBHSI W  TYHHEJHPOBAHHbIE  PeCypcChl. OobecnieyeHue  0€30MACHOCTH
HH(PpacTpYKTYpbl HHPOPMALMOHHON CHCTEMBI.

Tema 2.1. TexHonormu aHaiM3a W 3alUTBI ceTeBOTO Tpaduka. OpraHuzamus MEKCETEBOTO
B3aMMO/ICHCTBUS U TYHHEJIMPOBAHHBIE PECYPCHI

2.1.1. Opranusaius MeXCETEBOTO B3aUMOICHCTBUS U TYHHEIHUPOBAHHBIC PECYPCHI

Ilpakmuueckoe 3anamue — 2 yaca

Tema 2.2. Kondurypanus cereBoii HHPpacTPyKTypbI

2.2.1. Kondurypanus cereBoil MHQPacTpyKTyphl: HACTPOHKA XOCTMAIIMHBI, CETEBOTO OKPYKECHUS,
BUPTYaJIbHBIX MAIlIUH, U T.II.

Ipakmuueckoe 3anamue — 4 qaca

[Touck u ycTpaHeHHe HEMCIPABHOCTEH MpH pa3BEPTHIBAHUM M HACTPOIKE. Y CTaHOBKA M HACTpOIiKa
areHTckoro Mmonutopunra. [Iposenenue cunxponusanuu ¢ LDAP-cepsepom.

2.2.2. YcTaHOBKA U HACTPOMKA CHCTEMBI KOPITOPATUBHOM 3aIIUTHI OT BHYTPCHHHUX YTPO3.
Ipaxmuueckoe 3ansamue — 4 yaca

3amyck CHCTEMbI KOPIIOPATUBHOM 3alUTHl OT BHYTPEHHHUX YIPO3, MPOBEpPKa pabOTOCIIOCOOHOCTH.
[TpoBeneHne UMUTAIIMK TIPOIIECCa YTCUKHA KOHPHUICHIIMATLHON HH(DOpMAIK B CUCTEME

Tema 2.3. TexH0JI0THH aTeHTCKOT0O MOHHUTOPHUHTIA

2.3.1. TexHOIOTHU areHTCKOTO MOHUTOPUHTA

Jlexyus — 3 4Jaca

Cocras cucremsl Infowatch. Pazoop mMoysieli 1 KOMIIOHEHTOB CHCTEMBI.

2.3.2. DLP IWTM B BHPTYaJIbHOM OKPYKCHHUHU.

Jlexyus — 2 4aca.

Hcnonp30BaHue BUPTYAILHOTO OKpPYXKEHHs Ui pa3BopaunBanusi cuctembl Infowatch. Pas6op
(GYHKIMN ¥ TOCTPOEHUS CETH.

2.3.3. Pexxumel portmirroring u proxy
Jlexyus — 3 4aca.
3epKaJII/IpOBaHI/Ie IOPTOB U ITPOKCH: OCHOBBI, KOH(I)I/II‘ypaI_II/ISI.

2.3.4. TloaroroBka obpaza AstraLinuxmis ycranosku DLPIWTM.
Ilpakmuueckoe 3anamue — 4 qaca.
VcraHoBka u 0OHOBIeHHE simpa Astralinux.

2.3.5. Ycranoska DLP IWTM B BUpPTYyanbHOM OKPY>KEHUHU

IIpaxmuueckoe 3anamue — 4 qaca.

VYcranoBka cucrembl IWTMB BupTyallbHOM OKpYKEHUH, IIepBOHAaYalbHasl HACTPOiika, HacTpoiika
CeTeBOro 000py0BaHMUS.

2.3.6. PexxumMebI port mirroring u proxy.

IIpaxmuueckoe 3anamue — 4 yaca.

Hacrpoiika cuctemMpl Ha 3epKaJHMpOBAaHHE IMOPTOB M HACTPOMKA MPOKCH CepBepa Uil aHAIH3a
Tpaduxka.

2.3.7. Ilouck u ycTpaHeHHe HEMCIIPAaBHOCTEW MpU pa3BEPTHIBAHUM U HACTpPOIIKe.
13



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX

MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
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Ilpaxmuueckoe 3anamue — 4 4daca.
[IpoBepka J10roB, perucTpanus coOObITHS, IPOBEPKA CETEBOIM MHAPACTPYKTYPHI.

2.3.8. YcraHOBKa M HAaCTpOIKa areHTCKoro MoHutopuara. Cuaxponusanus ¢ LDAP-cepepom.
IIpaxmuueckoe 3anamue — 4 4Jaca.

CuHXpoHHM3alMsi C TOTOBBIM CEPBEpOM, CO3JaHHE I[0JIb30BaTEJIe, HACTpOilka areHTCKOro
MOHUTOPHHTA.

Tema 2.4. TTomutuka 6e3onacHocty opranm3anuu. Kondurypuposanue DLP IWTM.

2.4.1. Pazpa®oTKa HOBBIX TOJUTHUK O€30MAaCHOCTH.

Ilpakxmuueckoe 3anamue — 4 uaca.

Pa3paboTrka HOBBIX W/ MomudUKamus  CyIIECTBYIONIMX  IOJUTHUKA  O€30MaCHOCTH,
MePEKPHIBAIOIINX KaHAJIOB NIEPe/Iaul JaHHBIX U BO3MOYKHBIX WHIIHJICHTOB.

2.4.2. Pazpabotka Texnosoruu 3anutsl B DLP -cucreme.

Ilpaxmuueckoe 3ansmue — 4 uaca.

Pazpabotka wim/m Momudukanys oOBEKTOB 3alllMThl, KATETOPHH, TEXHOJOTHU 3amuThl B DLP -
cucreme. Konpurypuposanune DLP IWTM.

Tema 2.5. Yrpo3sl nHpopMannoHHOH 0€301acHOCTH

2.5.1. Pa3paboTka CTPYKTYpbl OpraHM3alliil Ha OCHOBAaHUM TOJIYYEHHBIX MAaTE€pPHAIOB («MOJICIH
OpraHu3aIm»)

IIpakmuueckoe 3anamue — 4 uaca.

Pazpa®oTka CTPYKTypbl OpraHu3alldd Ha OCHOBaHMM IIOJIyYEHHBIX MaTepHajoB («MOJIenu
OpraHU3aIINy).

2.5.2. IIpoBeenne o6caen0BaHus KOPIIOPATHBHBIX HHPOPMAIIMOHHBIX CUCTEM
Ilpaxmuueckoe 3anamue — 4 uaca.
[IpoBenenue o6ce0BaHMsI KOPIOPATUBHBIX HHPOPMAIIMOHHBIX CUCTEM

2.5.3. Ompenenenne o00bekTOB 3ammuThl. OmnpeneneHre KaHAJIOB Tepefaddl JaHHBIX U
MOTEHIHAJIbHBIX yTEUEK.

IIpakmuueckoe 3anamue — 4 Jaca.

Omnpenenenne o0bekTOB 3amuThl. OmpeneneHue KaHAJIOB Nepefayd JaHHBIX U MOTEHLUAIbHBIX
yTEUeK.

2.5.4. Ompenenenne KaHAJIOB TiepeIadyn JTaHHBIX M MOTEHIMAIBHBIX yTeYeK. BBIABICHHE MMOTOKOB
nepefayd JaHHBIX M BO3MOXKHBIX KaHaJlOB yTeukd uHpopmauuu. OrmnpeneneHue mepedHs
HOPMAaTUBHBIX aKTOB P®, 3a€ICTBOBaHHBIX B paMKaX MOJEIH Yrpo3.

IIpakmuueckoe 3anamue — 3 4aca.

BrisiBeHMEe TOTOKOB Mepeiayy JaHHBIX U BO3MOXKHBIX KaHAJIOB yTeuku nHpopmanuu. OnpeseneHue
Iepe4Hst HOpMaTUBHBIX aKkTOB P®d, 3a/1€liCTBOBaHHBIX B PaMKaxX MOJEIIN yIPO3.

2.6. IIpomeskyToyHasi aTTecTalMA MO MOAYTIO 2 «TeXHOJOTMM aHanW3a W 3alUThl CETEBOTO
Tpaduka. OpraHm3as MEXKCETCBOIO B3aWMMOJCHCTBUS W  TYHHEIMPOBAHHBIC PECypCHI.
Obecrnieuenre 6€30MaCHOCTH UHPPACTPYKTYPHI HHPOPMAITMOHHON CHCTEMBI.)»
Jugpepenyuposannviii 3auem — 1 uac.
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[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX

MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)
AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

Mopayas 3. CtapT Kapbepbl
Tema 3.1. Crapt kaprepbl. KapbepHast TpaeKTopusi pa3BUTHS

3.1.1. Crapt Kapbepsbl: HOUCK PabOTHI, pe3toMe, cobece1oBaHue

Jlexyus — 2 4daca.

[ToHsATHE «PBIHOK TpyAa». AKTyallbHbIE TPeOOBAaHUS phIHKA TpyAa. Poccust — crpana 6e3rpaHndHbIX
BO3MOYKHOCTEH M mpodeccnoHanbHoro pazpurtus. [loznaBarensHble HU(PBI U GaKTHl 00 OTpaCiAX
HKOHOMHYECKOTO PAa3BUTHUS, MPO(HECCHOHAIBHBIX HABBIKOB M KAYECTB, BOCTPEOOBAHHBIX B OYIyIIEM.
Copoc u mnpemioxxkeHue Ha pblHKe Tpyaa P® nHa Momonbix crneuuanucroB. OcoOeHHOCTH
TPyAOyCTpoicTBa Mosoaé&xu B Yamyprckoil PecrmyOmmke. TpynoycTpoHCTBO rpaxknaH mnpu
COZIeMCTBUY CITyKObl 3aHATOCTH HaceiaeHus B YP. PernonanbHble Mepbl COACHCTBUS 3aHATOCTH, B
TOM 4YHCJIE€ TIOMCKAa pPabOThl, OCYIIECTBICHHS HWHIMBUAYAJIBHOW MPEANPUHAMATEIHCKON
NesTeIbHOCTH, paOOThI B KAUECTBE CAMO3aHATOIO.

OO01mue Bompock 0 paboTe B CTaTyce CaMO3aHSITOTO.

OcHOBHbIE KaHaJIbl IOUCKA PA0OTHI JJ1s1 BBIITYCKHUKOB. AKTUBHBIN U IACCUBHBIN OUCK BaKaHCHM.
OCHOBHBIC TIpaBWJIA CO3JIAHUS «IPOJAIOUIETO» pe3ioMe. THUIMYHBIE OIMOKU TNPH COCTABICHUU
pesioMe.

3.1.2. CocraBnenue pe3roMe MOTeHIMAIBHOTO padoTHUKA. [lonroroBka k codbece10BaHUIO
Ilpaxmuueckoe 3anamue — 1 4ac.

OTtpaboTka HaBBIKOB COCTaBIEHUS pe3tome. Pazdoop TUITMYHBIX OMIMOOK MPU COCTABICHUH PE3IOME.
[TogrotoBka K cobOecemoBannio. Buabl cobecenoBanmii. [IpoxokaeHue KJIacCHUYECKOTro
cobecenoBanus. [Ipumepsl moaaep:kaHuss KOMMYHUKAIIHA [TOCIIe COOECe10BaHus.

3.1.3. IlnanupoBaHue KapbepHOW TpaekTopuu paszButus. llocTpoeHne oOpa3oBaTeIbLHO-
npodeccuoHaNbHON TPAaeKTOPUH.

IIpaxmuueckoe 3anamue — 3 4Jaca.

q)OpMI/IpOBaHI/Ie OpeaACTaBJICHUA O BI)I60pC, Pa3BUTHU W BO3MOXKHBIX U3MCHCHUAX B IMOCTPOCHUUN
MEPCOHANBHOTO KAPhEPHOTO MyTH. 3HAKOMCTBO C NMPUEMaMH MOCTPOCHUSI KAPhEPHBIX TPACKTOPUIA
pa3BUTHSL.

MoTuUBallMOHHBIE HCTOPHH «YCIleXa» Ha TpPHUMEPE WHTEPBBIO C MPEACTABUTEISIMH Pa3TMYHBIX
OTpaciei.

[Toxxoap! K MOCTPOSHHUIO 00pa3oBaTeIbHO-TIPo(ecCHOHANBHOM TpaekTopuu. Pazbop u obcyxaeHue
MOJTYYEHHOTO OIIBITa 0 UTOTaM IMpodeccuoHabHOro 00yuenus. [loctaHoBka 00pa3oBaTeNbHBIX U
KapbepHBIX IeNiel (CTpaTernyeckux M TakTHueckux). dopmupoBaHHe MIaHOB 00pa30BaTENbHBIX
1aroB U (OPMYJITMPOBAHUE TPACKTOPUHN PA3BUTHS (ITOCIEIOBATEIHLHOCTD PEATU3AIIH LIEJIeH ).
AKTyanu3anusi 3HaHUH 10 BBIOOPY 0Opa30BATENBHOM OpraHU3alUW: OpPTraHU3allMU BBHICIIETO
oOpazoBanus (BO, By3bl) uiu opranuzaiuu cpeasero npodeccuonaibHoro oopasoanus (CI10) kak
nepBoro mara (OpMUPOBAHHUSI IEPCOHATLHOTO KAPhEPHOTO MYyTH.
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2.4. TeMaTHYeCKHUIi IUIaH U cOJepKAHNE MPAKTHKHI

Ne
paznenon
/ TeM

HanmMenoBanwue pasznenos/teM. Buabl pabot

KomnnuectBo
4acoB

1

Pabora c caiittom ®CTOK, 6ankoM yrpo3.

2

Pabora ¢ xpanwmmumem maponied, Ciyxk00i 0e30macHOCTH
Windows.

[

3HaKOMCTBO C OCHOBaMH pa3padOTKU HHPOPMALMOHHBIX CHCTEM

3HAKOMCTBO C 00BEKTHO-OPUEHTHPOBAHHBIM T10JIX0JIOM

3HAKOMCTBO C apXUTEKTYpPOH pperiMBOpKa

PazpaboTka nHGOPMAIIMOHHON CHCTEMBI

Obecneuenne 6e30nacHOCTH MHGOPMAITMOHHON CHCTEMBI

Pa6ota ¢ YKII, nepenaua kiiroueid, HACTPOMKa KJIFOUEBOIO IIEHTPA.

OOV |01~ [W

Brinmonuenue pabots! «IlocTpoeHue 3auIeHHoN KOpIopaTUBHOM
MH(POPMALIMOHHON CUCTEMBI MPENNPUATHS C (pUImasoM B APyroMm
ropojae»

ASININININININ

10

Opranu3zanys OLleHKH paboThI.

SN

11

[Touck 1 ycTpaHeHue HEUCIpaBHOCTEN IPU pa3BEPTHIBAHUU U
HacTpoWKe. YCTaHOBKAa M HACTPOMKAa areéHTCKOr0 MOHUTOPHHIA.
Cunxponuzanust ¢ LDAP-cepBepom, paznen NmepcoHbl 3alojIHEH
KOPPEKTHO. 3alyCK CHUCTEMbl KOPIIOPATUBHOM 3alllMThl OT
BHYTPEHHHUX yTPO3, IPOBEPUTH pab0OTOCTIOCOOHOCTD.

[IpoBeneHne UMUTAIMKM TpoIlecca YTEUYKH KOH(UICHIHATBHOMI
uHpopmanuu B Cucreme

12

N3ydyeHne MexaHW3MOB paOOThl areHTCKOr0 MOHUTOPUHTA.
Pa3zpaboTka M mpHMEHEHHE MOJUTUKHM areHTCKOr0 MOHHMTOpPWHIA
JUisi paboOThl C HOCHUTENSIMH M YycTpoiicTBamu. Paspaborka u
NpUMEHEHHE MOJIUTUKU areHTCKOro MOHMTOpPWHIA JUIsl paboThl ©
dainamu. PaboTa ¢ HCKIIIOUEHUSIMU U3 NIEpEXBaTa.

13

Pa3paboTka HOBBIX /MM MOAU(DUKALIUS CYIIECTBYIOLINX MOJTUTUK
0€30MacHOCTH, IMEPEKPHIBAIOIINX KaHAIbl Mepefadyd JaHHBIX U
BO3MOXKHBIE€ HMHIUIEHTBl COTJAacHO 3agaHuio. Pazpaborka win/m
Mou(UKaIKsS 0OBEKTHI 3aLUThI, KATETOPH, TEXHOJIOTHH 3aIUThI
B DLP cucreme u T1.n1. Mcnonap3oBaHue pasivYHBIX TEXHOIOTUN
3alUTHL: TIeYaTel, O1aHKOB, rpaduuecKknXx 0oOBEKTOB, 0a3 JaHHBIX
U T.1I. 3aHECTH MOJUTUKH HH(pOpMaAIIMOHHOHM O6e3onacHocTtu B DLP
cucteMmy MoauduurpoBaHue MOJIUTUK O€30MaCHOCTH B CHCTEME
IWTM B cOOTBETCTBHE C IOJYyYac€MBbIMM Ha NPAKTUKE JAHHBIMU
nepexBata. [IpumMeHeHMEe MONMTUK JJIsI KOHTpOJs Tpaduka,
BBISBJICHUS] /MM OJOKUPOBAHUS HMHIMJCHTOB O€30MacHOCTH,
co3JaBaeMbIX BHEIIHUM ['eHeparopom yrpo3. MakcumusupoBaHue
YHUCIO BBIBICHHBIX HHIUJIEHTOB Oe3zomacHocTtu. Pabota ¢
uHTep(deiicoM ymnpaBiIeHUs] CUCTEMbl KOPIOPATHUBHOW 3allUTHI
uHpopMauu

14

N3yueHne CTpyKTypbl OpPraHM3aly Ha OCHOBAHUH MOJy4YEHHBIX
MaTepHajoB («MOJIEIM OPraHU3aLUm» ), TPOBECTH 00CIIEI0BaHUE
KOPIOPaTUBHBIX HH(pOpMaLMOHHBIX cucTteM. Onpesenenue
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00BEKTOB 3alIUTHI, IEPEUHS CyOBEKTOB/TIEPCOH, POJIeH
MoJib30Baresei, mpas pocryna. OnpeaeneHue KaHaIOB Mepeadun
JTAHHBIX ¥ MOTEHIIMABHBIX yTeUeK. BrIsSBICHNE TOTOKOB
nepesavyy JaHHBIX U BO3MOXKHBIE KaHAIbI YTEUKH HHGOpMAIUH.
3anonHenue mabaoHa Mozenu yrpo3. Iloaroroska otuéra o
pe3ylibTaTax ayauTa, BKI0Yasi IOTOKHU JIaHHBIX, TOTEHI[UATbHbBIE
KaHaJIbl yT€UYEK, YPOBHH PHUCKOB POJIM MOJIb30BaTENEH, 00bEKTHI
3alUTHI (C MPUBSA3KOM K HOPMAaTUBHOM 0a3e U METOJUKaM OLICHKH
NOCJIEACTBUI), pOJIsIMM TToJIb30BaTenei u T.11. OnpeneneHue
nepeyHs HopMaTUBHBIX akToB P®d, 3a1eiicTBOBAaHHBIX B paMKax
Mojieu yrpo3. PazpaboTka nepedns, onucanus u mabIoHOB
HOPMAaTHUBHO-TIPABOBBIX JIOKYMEHTOB OPTaHU3AIMH T10 JIETAIbHOMY
NPUMEHEHHIO KOPITOPATHBHOM 3aIUTHI OT BHYTPEHHUX yTpo3
nH(pOpMaIMOHHOM 0€30IMaCHOCTH.

HUTOI'O: 36

2.5. KanenapHblii yueOHblii rpadpuk

[lepuon oOy4enus
(Hemenn)™

HanmenoBanue KOMIIOHEHTOB IIPOrPAMMBI

1 Henensa

Mopuyis 1. CoBpeMeHHBIE TEXHOJIOTUN 00ecTIeYeHns1 0€30MacHOCTH.
WMHCTpyMEHTHI 3a1UThl UHPOPMALIUY.

Tema 1.1. AxryanbHoe coctosaue UT-oTpaciau B yactu
KrOepOe3011acHOCTH

Tema 1.2. TpeboBanust oxpaHsl TpyJa U TEXHUKU 0€30M1aCHOCTU
Tema 1.3 Hudposas ruruena. Kubepyrpossi.

Tema 1.4. IIpaBuina 6e3omacHoro noseeHus B cetu MHTepHeT
Tema 1.5. IIporpaMmsl 3a1IUTEl OT BPEJOHOCHOTO TPOIPaMMHOTO
Koza

2 Henens

Moy 1. CoBpeMeHHBbIE TEXHOIOTUN 00ecriedeHus: 0e30MacHOCTH.
WHCTpyMEHTBI 32U THl HTHPOPMAIUH.

Tema 1.5. IIporpaMmel 3a1IUTEl OT BPEJOHOCHOTO TPOIrPaMMHOTO
Ko/a

Tema 1.6 OcHoBBI pa3paO0TKH HH(OPMALIMOHHBIX CHCTEM

Tema 1.7. Ocroel OOIT

Tema 1.8. Apxurekrypa ¢ppeliMBOpKa

3 Henens

Moayns 1. CoBpeMeHHbIE TEXHOJIOTUN 00ecTrieueHus: O€30MacCHOCTH.
WMHCTpyMEHTHI 3aIUThl HHPOPMALIUH.

Tema 1.8. Apxutektypa ¢ppeiiMBopka

Tema 1.9. PazpaboTka nHpOpMaMOHHOIN CUCTEMbI

Tema 1.10 Obecnieuenne 6€30MacHOCTH UHPOPMAIIIOHHOM
CUCTEMBI

Tema 1.11 3ammra nHQOpPMALIMOHHON CUCTEMBI OT BHEUTHUX YTPO3

4 genens

Mopuyis 1. CoBpeMeHHbIE TEXHOIOTUN 00ecriedeHus: 0€30MacHOCTH.
HHCcTpyMEHTBI 32U THl HTHPOPMAIUH.

Tema 1.11 3amura nHGOPMAITMOHHON CHCTEMBI OT BHEIIHUX yIpo3
Moaynp 2. TEXHOJIOTUH aHAJINM3a U 3aLUThI CETEBOr0 TpadukKa.
Opranuzanys MexXceTeBOro B3auMOACHCTBHS U TyHHEIUPOBAaHHBIE
pecypcbl. Obecriedenre 6€30nacCHOCTH HHPPACTPYKTYPbI
MH(POPMALIMOHHON CUCTEMBI.
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Tema 2.1 TexHONOrMM aHAIK3a U 3AIIUTHI CETEBOTO TpaduKa.
Opranu3anys MeXceTeBoro B3auMoJIeCTBUS U TYHHEIUPOBAHHBIE
pecypcesl

Tema 2.2 Konduryparus ceteBoit HHOPACTPYKTYPBI

S Henend Mopuysns 2. TeXHOIOTHH aHaIM3a U 3alIUTHI CETEBOrO TpaduKa.
Opranu3anys MeXCceTeBOro B3auMoJeHCTBUS U TYHHEIMPOBAHHBIE
pecypcebl. Obecnieuenune 6e30MacHOCTH HHPACTPYKTYPHI
MH(POPMALIMOHHOMN CUCTEMBI.

Tema 2.2 Kondurypamus cereBoii HHPPaCTPyKTYPbI

Tema 2.3. TexHOJIOTUM areHTCKOTO MOHUTOPUHTA

6 Henens Mopuysns 2. TexHOIOTHH aHATM3a U 3alUTHI CETEBOTO TpaduKa.
Opranu3anys MeXceTeBOro B3auMoJeHCTBUSA U TYHHEIMPOBAHHBIE
pecypcebl. Obecnieuenme 6e30MacHOCTH HHPPACTPYKTYPHI
UH(GOPMALIMOHHOMN CUCTEMBI.

Tema 2.3. TexH0JIOTHH ar€HTCKOI'O MOHUTOPHUHIA

7 Henens Moaynp 2. TEXHOJIOTUH aHAJIM3a U 3aLUThI CETEBOTO TpaduKa.
Opranu3anus MeXCceTeBOro B3auMoJIeCTBUS U TYHHEIMPOBAHHBIE
pecypcel. Obecnieuenue 6e30MacHOCTH HHPPACTPYKTYPHI
UH(POPMALIMOHHOMN CUCTEMBI.

Tema 2.3. TexHos0ruu areHTCKOro MOHUTOPUHTA

Tema 2.4 [TonuTrka 6€30M1aCHOCTH OpraHu3aluu

8 nenmens Moaynp 2. TEXHOJIOTUH aHAJIM3a U 3aLUThI CETEBOTO TpaduKa.
Opranu3anys MeXCceTeBOro B3auMoIeCTBUS U TYHHEIMPOBAHHBIE
pecypcebl. ObecnieueHue 6e30mMacHOCTH HHPPACTPYKTYPHI
UH(POPMALIMOHHOMN CUCTEMBI.

Tema 2.4 [lonuTuka 6€30MaCHOCTH OpraHU3alun

Tema 2.5 Yrpo3sl HHPOPMALIMOHHOM 6€3011acHOCTH

9 Henens Tema 2.5 Yrpo3sl nHGOpPMALIMOHHON O€30MaCHOCTH
10 wenens [TpakTuka
11 "enens IIpakTHka
12 wenens [IpakTuka
13 nepens [TpakTuka
14 nenens Monyinb 3. CtapT Kapbepsl
Tema 3.1. Crapt kapeepsl. KapbepHasi TpaeKTOpHsI pa3BUTHS
14 wenens KBanudukanmoHHbli SK3aMeH

*TouHBI TOPSIIOK peanu3alil KOMIIOHEHTOB TMPOTpaMMbl OIpeNessieTcs] paclucaHueM
3aHATUH.
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3. OPTAHM3ALUNOHHO-NIEJAT'OI'MYECKHUE YCJIOBUS PEAJIM3ALIUA
ITPOI'PAMMBbI

3.1. MaTepI/IaJII:HO-TeXHI/I‘leCKOG obecnevyeHue peajin3alium nporpaMmmabl

[IporpaMmMa ¢ mMpakTU4YEeCKOW IMOATOTOBKOM peaiu3yercss B NpoduibHOW opraHuzauuu (B
npodecCHOHATBLHON 00pa30BaTeIbHON OpraHM3alMy, pean3yIolieil OCHOBHBIE 00pa30BaTelbHbIC
porpaMMbl MO MPOMUII0 HACTOSIIEH Nporpammbl MPOodEecCHOHANBHOIO OOyueHus (naiee —
npouIbHAs OpraHU3aIys).

B cootBeTcTBHU € AOTOBOPOM O ceTeBoM opMe peanuzanuu 00pa3zoBaTebHON MporpaMmbl U
JIoroBopoM o mpaktuueckoil moaroroBke AIIOY YP «UMIIDK» obecrieunBaeT HaIM4YuEe Ha CBOCH
TEPPUTOPUU  MATEPUAIBHO-TEXHUYECKOTO OCHAIllEHUs paboyux MeCT TMpernojaBareis H
o0yyaromuxcs, Koropoe orpaxkeHo B [Ipunoxennu 1 k mporpamme.

3.2. NUudopmannonHoe odecrieyeHne peasu3alui NporpaMmsbl

[lepeueHp ucCHONB3yeMBIX YUY€OHBIX M3JAHMN, WHTEPHET-PECYPCOB, JOMOJIHUTEIBHON
JTUTEPATYyPHI

OCHOBHBIE HCTOYHUKH:
1. babam, A.B. Undopmannonnas 6e3onacHocTs. JlabopaTopHblii npakTukyM: YuebHoe nocodue /
A.B. ba6am, E.K. Bapanosa, FO.H. MensaukoB. — M.: KaoPyc, 2020. — 136 c.
2. TI'apuep, B.B. NHpopmanmonnas 6e3omacHocTh: YueOHoe mocobue / B.B. IN'apuep. —Pu//l;
®enukce, 2021. — 324 c.
3. I'pomos, 10.10. Nudopmanmonnas 6e30macHOCTh U 3amuTa HHpopMmauu: YuebHoe nocobue /
10.10. I'pomos, B.O. Jlpaues, O.I'. UBanoBa. — Ct. Ockon: THT, 2022. — 384 c.
4. Edumona, JI.JI. Undopmanmonnas OGe3omacHOCTh neTeil. Poccuiickuii U 3apyOeKHBIM OMBIT:
Mowuorpadus / JI.JI. Epumonra, C.A. Kouepra. — M.: KOHUTU-IAHA, 2022. — 239 c.
5. Edumosna, JI.JI. UnpopmanmonHass 6e3onacHocTh aereil. Poccuiickuil u 3apyOeXHBIH OIBIT.
Mouorpadus. I'pup YMIL «IIpodeccuonansueiii yueonuk». ['pudp HUU obpazoBanus u Hayku. /
JI.JI. Epumosa, C.A. Kouepra. — M.: KOHUTU, 2022. — 239 c.
6. 3aneunukos, C.B. Mndopmanronnas 6e30nacHOCTh OTKPHITHIX cucteM. B 2-x T. T.1 —VYrpo3sl,
ySI3BUMOCTH, aTaku 1 noaxofs! k 3amure / C.B. 3aneunnkos, H.I' Munocnasckas. —M.: I'JIT, 2019.
—536¢.
7. 3aneunukoB, C.B. UnpopmannonHas 6e30macHOCTb OTKPBITHIX cucteM. B 2-x 1. T.2 —Cpeacrtsa
3amuThl B ceTsax / C.B. 3aneunukos, H.I'. Munocnasckas, A.U. Toncroi, /[.B. Ymakos.— M.: I'JIT,
2019. — 558 c.
8. Mamok, A.A. NUudopmarimonnas 6€301MacHOCTh: KOHIIENTYaIbHBIE U METO0JIOTHYECKUE OCHOBBI
3amuThl nHpopmarmu / A.A. Mamok. — M.: T'JIT, 2020. — 280 c.
9. Ilapteika, T.JI. Undopmanmonnas 6e3omacHocts: Yuebnoe mocooue / T.JI. [Tapteika, U.W. [Tomnos.
— M.: ®opym, 2020. — 432 c.
10. Iletpos, C.B. Undopmanmnonnas Oe3zomacHocTh: YueOHoe mocoouwe / C.B. Ilerpor, W.II.
CnunbkoBa, B.B. I'apuep. — M.: APTA, 2019. — 296 c.
11. Cemenenko, B.A. Mndopmanronnas 6e3onacHocTs: YuebHoe nocodue / B.A.Cemenenko. — M.:
MI'MY, 2020. — 277 c.
12. Yunura, A.®. UndopmanronHas 6e30macHOCTh aBTOMaTU3UpOBaHHBIX cucteM / A.®.Yunwura.
— M.: 'emuoc APB, 2020. — 336 c.
13. Jlponos, B.A. Django 2.1. [Ipaktuka co3aanus BeO-caiitoB Ha Python. — BHV, 20109.
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JlonoyHUTEIbHBIE ICTOYHUKH U HHTEPHET-PECYPCHI:

1. Joxymenramus 1o  Django [OnmexTponHblii  pecypc] / Pexum  gocryma:
https://docs.djangoproject.com/en/2.1/ (nata obpamenus: 01.08.2023).

2. HeadHunter: paGoTa, mouck mepcoHajia W MyOJUKalUs BaKaHCUH [DNEKTpOHHBIA pecypc] /
I'pynma xommanuii HeadHunter. — Pexum pocryma : https://hh.ru/ (mata oOpamenus:
01.08.2023).

3. SuperJob: pabora u BakaHcuu [DiekTpoHHBIH pecypc] / SuperJob. — Pexum mocrymna
https://www.superjob.ru/(nara oopamenus: 01.08.2023).

4. HVHTepakTHBHBIM moOpTan [OCymapCTBEHHON CIY)KObI 3aHATOCTH HACEICHHUS Y IMYpPTCKOM
Pecriyonmuku  [Dnextponnsiii pecypc] / KY VP «PecmyOiuKaHCKUI IICHTP 3aHATOCTH
HaceJeHus». — Pexxum mocrtyma_: https://szan.mintrud18.ru/(nata oopamierus: 01.08.2023).

5. Pabota B Poccun [Dnexrtponnsiii pecypc| / denepanpHas ciyx0a 1Mo Tpyay U 3aHATOCTH. —
Pexxum noctyna :https://trudvsem.ru/(nata oopamenus: 01.08.2023).

6. bank Yrpo3 [OnextponHslii pecype| / @enepanbHas ciryx0a 1Mo TEXHUYECKOMY U SKCIIOPTHOMY
KOHTpOITI0. — Pexxum nocrtyma :https://fstec.ru/(nara oopamenus: 01.08.2023).

B cooTBeTcTBUM € 10TOBOPOM O ceTeBOil (popme peanuszannn oOpa3oBaTeIbHON IPOrpaMMBbl U
norosopoM o npaktuueckoi noaroroske AIIOY VP «MUITOK» obecnieunBaer nocTyn o0yyarommxcs
K HH(POPMALIMOHHBIM HCTOYHUKAM.

3.3. YueOHO-MeTOAMYECKOE 0O0ecneueHHe peaTu3alui MPorpaMmMbl

Peanuzamuss  mporpammbl  oOecrnieunBaeTcsi  y4eOHO-METOAMYECKMM  KOMIUIEKTOM,
BKJTIOYAIOIIUM:

— Mpe3eHTAIMOHHBIN (HATJIAIHBIN) MaTepual Uid TEOPETUYECKUX U MPAKTUUECKUX 3aHITHH —
B COOTBETCTBUHU C JIOTOBOPOM O CETEBOM (opMe peanus3aluu 00pa3oBaTeIbHOW IpPOrpaMMbl U
JIOTOBOPOM O MPAKTUYECKOM MOATr0TOBKe nx Hannuue obecnieunBaer AIIOY VP «UIIOKy;

— METOJIMYECKHE MaTepHuajbl MO BBIMOJTHEHUIO MPAKTUYECKUX PabOT — B COOTBETCTBUU C
JIOTOBOPOM O ceTeBOM (opMe peanu3anuud oOpa30BaTENbHOM MporpaMMbl U JJIOTOBOPOM O
MPaKTUYECKON MOATroTOBKE nX Hanmnuue ooecneunBaet AIIOY VP «UITDOKy;,

— OLIGHOYHBIE Cpe/ICTBa I MPOMEXYTOUHOM artectanuu (B [Ipunoxennn 2 k [Iporpamme);

— OLIGHOYHBIE cpesicTBa i nToroBoi arrectauuu (B Ilpunoxxenun 2 k [Iporpamme).

3.4. KagpoBoe odecrieueHue 00pa3oBaTeibHOr0 mpoiecca

Peanuzarust mporpammel nmpodeccuoHaIbHOTO 00y4eHHsT 00eCIIeYuBaeTCs Me1arornueCKuMHI
paboOTHUKAaMHU, WMEIOIIUMHU JOCTATOUYHYIO KBAIU(UKAIIMIO U ONBIT padOThl B COOTBETCTBYIOIICH
obnactu npo¢eCcCUuOHANIBHON NESITEIbHOCTH, MPUBIEKAEMBIMU K TEIarOTUYECKON JEeATeTbHOCTH B
AHO JI10 «IJOIIII YP» u 8 AIIOY VP «MIIDK» Ha 3aKOHHBIX OCHOBaHHUSX.

3.5. Opranu3aunus o6pa3oBaTeIbHOI0 NMpolecca

IIporpamma peanusyetcs B popMe MpaKTHIECKOM MOJATOTOBKH B MPOGMIBHON OpraHu3aIu.

[IpakTrueckass moAaroroBka — ¢opMa OpraHU3aIUu 00pa30BaTEIBHOM JEATEIHLHOCTH TPH
OCBOCHHHU 00pa30BaTEIbLHON MPOrpaMMBbI B YCIIOBUSAX BBITOJHEHUS 00YUYaIOIIMMUCS ONpeAETIeHHbIX
BHJIOB palOT, CBS3aHHBIX C Oymymiedl nmpodecCHOHANBHOM ACATEIHPHOCTHIO W HANpPABJICHHBIX HA
¢dbopmHpoBaHUe, 3aKpeIyICHHEe, pa3BUTHE NMPAKTHUYECKHMX HABBIKOB M KOMIETEHUUH MO MpoduIiIo
o0pa30BaTeNbHOM MPOrpaMMBl.

OOpasoBarenbHasi JEATEIBHOCTh B (OPME MPAKTUYECKONH MOATOTOBKM OpPraHU30BaHa MpU
OCBOEHUU TeM 00pa30BaTEIbHONW MPOrpaMMbl, MPEAYCMOTPEHHBIX Y4YEOHBIM IUIAHOM, IyTEM
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MIPOBEJICHUS TPAKTHYECKUX 3aHATUH, TIPEyCMATPUBAIOIINX yIaCTUE O0yUYaAIONIUXCS B BBITOJHCHUN
OTIEIBHBIX DIIEMEHTOB PadoT, CBSI3aHHBIX C IPOPECCHOHATBHOM JESITEIbHOCTBIO, 8 TAKXKE BKIIOYACT
OTJENIbHBIC 3aHSATUS JICKIIMOHHOTO THIIA, KOTOPBIE TIPEIyCMAaTPUBAIOT Tiepenady y4eOHOM
nHpopManuy 00yJarOIIMMCs, HEOOXOJMMOH ISl TOCIICIYFOIIETO BBIITOIHEHHS pab0T, CBSI3aHHBIX C
Oymymieit mpopecCHOHATBHON AESITETLHOCTHIO.

[IpakTuyeckas TOATOTOBKAa TMpPH  TPOBEICHHH  NPAKTUKA  OPraHU3YeTCS  IyTeM
HEMOCPEJACTBEHHOTO BBIMIOJIHEHUSI OOYYAIONIMMHUCS OIPEACICHHBIX BHJIOB PabOT, CBS3aHHBIX C
Oyayuiei mpodecCHOHaNBHON e TETFHOCTHIO.

[Ipu opranu3anuu MPAKTHYECKONW MOATOTOBKM OOyYAIOIIMEcs W TPEerojaBaTeld O0sS3aHbI
COOJII0IaTh MpaBWIa BHYTPEHHETO TPYIOBOTO pacropsiika npoduibHON opraHu3aiyu, TpeOOBaHUs
OXpaHbI TPYy/1a U TEXHUKH OE30TIaCHOCTH.

[lpu peanmuzanuu NpPOrpaMMbl HUCIONB3YIOTCS JICKIIMOHHBIE M TPAKTHYECKUE 3aHATHS C
pUMEHEHHEM (POHTAIBHBIX, HHIUBUIYAIbHBIX U TPYIIIOBBIX (hOPM pabOTHI.

®opMBI U METOIBI, IPUEMBI, TPUMEHSIEMbIC Ha 3aHATHIX: CJIOBECHBIE METOIbI (JIeKIIUs, Oecena,
OIPOC, KOHCYJBTALMW); HarJsAIHBIC METOAbI (TPe3CHTAlUs, JEMOHCTpAIHMs), MPAKTUISCKUE
(mpakTHueckas paboTa, caMO-OlEeHUBaHUE, MAaCTEeP-KJIacc, MPOOJIeMHast CUTYaIus);

Hcnonb3yeMbie TeXHOJIOTUU 00y4YeHUs: WH()OPMAIIMOHHO-KOMMYHHUKAITMOHHBIE TEXHOJIOTHH;
3I0pOBbE-COEpEraroIIue TEXHOJIOTHH; IPAKTUKO-OPUEHTHPOBAHHOE 00yUCHHE.

Peanu3amusi mporpamMMbl OCYHIECTBIISICTCS B KOMITBIOTEPHOM KaOWHETE, OCHAIICHHOM
MIEPCOHATBHBIMH KOMITBIOTEPAMH.

[IpenogaBaTen MOTYT MPOBOJUTEH IS OOYYArOIIMXCS WHIWBHIyalbHBIC W TPYMIOBBIE
KOHCYJIbTAIlH (IIPH HEOOXOIUMOCTH).
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4. ®OPMbBI ATTECTAIIMM 1 ONEHOYHBIE MATEPHAJIBI

4.1. ®opMbl aTTECTALIUN

Pe3ynbraToM OCBOEHMsI NpPOrpaMMbl SBISIOTCS C(HOPMHUPOBAHHBIE KOMIETEHLMH U UX
KOMIIOHEHTBI B COOTBETCTBUM ¢ pasgenamu 1.3 m 1.4 nmporpammbl. OnieHKa KayecTBa OCBOEHUS
IIPOrpaMMbl OCYILECTBIIAETCS IO PE3YyIbTaTaM OCBOCHMS 00YYaIOLUMCS KOMIIOHEHTOB IPOrpaMMbl
B paMKaXx TEKYIIEro KOHTPOJIs, IPOMEKYTOYHONW U UTOIOBOM aTTECTallMH.

JU1sl yCHeIHOro 0CBOSHMsI ITPOrpaMMbl 00y4daroLieMycsi HEOOXOAUMO:

— mnocetutb He MeHee 80% yueOHBIX 3aHATHI, MPAKTUKU U MPOUTH (BBIIIOJIHUTE) HE MEHEE

80% meponpuATHi TEKYILEro KOHTPOJIS, IPEyCMOTPEHHBIX TPOrPaMMOii;

— YCHELIHO NPOUTH IPOMEKYTOUHYIO U UTOTOBYIO aTTECTALUIO.

[IpomexyTouHass arrecranuss IO WUTOraM OCBOEHMSI Y4Y€OHBIX JUCLUMIUIMH, IPAKTHKU
IIPOBOJIUTCS 3@ CUET YacOB, OTBEJCHHBIX HA MX OCBOCHME, B COOTBETCTBUHU C YUEOHBIM IUIAHOM U
KaJICHIAPHBIM Y4eOHBIM IpaduKOM.

Dopmbl

®opMBbI TEKyILLET0 .

HaumeHoBaHHe KOMIIOHEHTOB IPOTrPaAMMBbI NPOMEKYTOYHOI
KOHTPOJIs
aTTecTaluu

Monynb 1. CoBpeMeHHbIE TEXHOIOTHH TECTUPOBAHUE, JuddepeHumpoBanHbIN
oOecrieyeHus 6e30macHOCTH. THCTpyMeHTBI | yCTHBIN ompoc, 3ayer
3aIIUThl HH(OPMAIIHH. OLIEHKa pe3yJIbTaToOB
Monynb 2. TexHOIOTHM aHau3a U 3alUThl | BBIIOJIHEHUS JuddepenumrpoBanHbIi
cereBoro Tpaduka. Opranuszanus MIPaKTUYECKUX 3ayer
MEXCETEBOI0 B3aUMOJCHCTBUSA U 3aJaHu’
TyHHEJIMPOBaHHbIE pecypchl. ObecnieueHue
0e30MmacHOCTH UHPPACTPYKTYPhI
MH(OPMaLIMOHHON CUCTEMBI.
Monyins 3. CtapT Kapbepsl —
[TpakTuka OLIEHKa pe3yJIbTaTOB 3a4eT

BBITIOJTHEHUS

3aJJaHMH IPAaKTUKU

3aueT Mo MPaKTHKE OICHUBACTCS IO JBYXYPOBHEBOU IIKAJIE — OTMETKAMH «3a4TCHO» / «HE
3a4TeHO». B cojep)kaHWEe 3aueTa BKJIIOYAETCS OIIEHKAa BBHIMOJHEHHS BCEX BHJIOB 3aJaHMUIA,
MPEyCMOTPEHHBIX MPOTPAMMON MPAKTUKH.

Wrorosas aTTecranus mnpeaHa3HadYeHa IS OMPEICICHHS] COOTBETCTBUS C(HOPMHUPOBAHHBIX Y
oOydaromuxcsi KOMIIETEHIIM, 3HAHWN, YMEHHH U HaBBIKOB IUIAHUPYEMBIM B TIporpamme
poecCHOHATLHOM TTOATOTOBKHA 00Pa30BaTEeIbHBIM Pe3yIbTaTaM M YCTAHOBJICHHS HA 3TOW OCHOBE
JTUIaM, MpoLeAmnM TpodeccuoHanbHoe o0ydeHue, KBanudukamuu mo mpodeccuu padodero
«OrmepaTop 3IEKTPOHHO-BBIYHCIUTEIIBHBIX U BEIYUCITHTEILHBIX MAIITHHY.

HroroBas arrecramusi MpPOBOAUTCS B (opMe KBaTU(PUKAMMOHHOTO IK3aMEHa, KOTOPBIN
BKJIFOYAET MPAKTHICCKYI0 KBATM(UKAIMOHHYIO PabOTy W TPOBEPKY TCOPSTHUSCKUX 3HAHWHA B
npenenax KBaau(pUKaMOHHBIX TpeOOBaHUH, YKa3aHHBIX B COOTBETCTBYIOIIEM MPOECCHOHATHHOM
CTaHJIapTe.

K npoBeseHuio  KBanmu(UKANMOHHOTO  OSK3aMEHa  TMPUBIEKAIOTCS  MPEACTaBUTEIU
paboToaaTeneid, X 00beINHEHUH.

4.2. OuieHOYHbIe MATEPHAJIBI

OI_ICHO‘-IHBIC MaTCpHraJibl IPCACTABIICHBI B HpI/IJ'IO)KeHI/II/I 2.

22



[Tporpamma npogeccuoHaIBHOM MOATOTOBKH
o npogeccun padoyero 16199 «Oneparop 3MEeKTPOHHO-BBIYUCIUTEIBHBIX U BBIYUCIUTEIBHBIX
MamuHy (KopropaTuBHas 3ammra OT BHYTPEHHHX yTpo3 HHOOPMAITMOHHOW 0€301MacHOCTH)

AHO AITO OcHoBHasI mporpamMma MpoQPeccCHOHATLHOTO 00yUeHUs — IMporpaMma MpodeccnoHaTLHOMI
«LIOMII YP» MTOITOTOBKH O TIpodeccuu pabodero/IomKHOCTH CITy>KaIlIero

[Ipunoxenue 1

MartepuajbHO-TEXHHYECKOE OCHAIIleHHe PAa00YnX MeCT
npenojaBartesi HPOrpaMMbl U 00y4Yarouierocsi

MaTepI/IaHBHO'TCXHI/I‘ICCKOC OCHalICHHEC pa6oqero MECTa MperogaBaTeiid IIporpaMmMBbI:

Kommu TexHuuecKue
€CTBO, XapaKTEPUCTHKH,
HaumenoBanue 060pyoBaHusI T Ipyrue
KOMMEHTapuu (IIpH
HE00X0IMMOCTH)
1 2 3 4 5
Jlexuuu Aynuropus Cucremuslii 6ok Intel Core i3 ¢ 1 Intel Core i3-10105F
I10 Django. /8 Gh DDR4 /120
Gb SSD /1000 Gb
HDD /1 Gb GF210/
600W
Monutop Asus VY279HE 1 27", 1920x1080, IPS
Mmatpuua, 75 ', D-
Sub, HDMI
Ipaktuueckue | KommbroTepHbIit Cuctemunii 6110k Intel Core i3 ¢ 1 Intel Core i3-10105F
3aHATHS KJ1acC 1o Django. /8 Gh DDR4 /120
Gb SSD /1000 Gh
HDD /1 Gb GF210/
600W
Monutop Asus VY279HE 1 27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI
Macrepckast Cucrtemunli 610k Intel Core i3 ¢ 1 Intel Core i3-10105F
[10 Django. /8 Gh DDR4 /120
Gb SSD /1000 Gb
HDD /1 Gb GF210/
600W

Monutop Asus VY279HE 1 27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI

Bup 3ansatuii HaumenoBanue
MOMEILIEHUS

MaTepI/IaHBHO'TCXHI/ILICCKOe OCHaAIIICHHUEC pa6oqero MECTa 06yqalomeroc;1:

Komuny Texnuueckue
€CTBO, XapaKTepUCTUKH,
Hamnmenosanue o60pynoBaHus mT pyrue
KOMMEeHTapuu (IIpu

HE00XOIUMOCTH)
1 2 3 4 5

Jlexumm Aynutopus 306 Cucremusii 610k ¢ I1O Django 13 Intel Core i7-

u BM IWTM, IWDM. 10700KF / 32Gb
’ DDR4 /512 Gb SSD

/1000 Gb HDD /1
Gb GF210/ 600W
Momnutop Asus VY279HE 13 27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI
[paktnyeckue | KommbroTepHbIi CHCTEeMHBII OJIOK 13 Intel Core i7-
3aHATHS KJacc 10700KF / 32Gb
DDR4 /512 Gb SSD

Bup 3ansTui HaumenoBanmue
MOMEILIEHUS
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/1000 Gb HDD /1
Gb GF210 / 600W

Monutop Asus VY279HE 13 27", 1920x1080, IPS
Matpuna, 75 ', D-
Sub, HDMI

Macrepcras Cucremnslii 610k € I10 Django 13 | Intel Core i7-
1 BM IWTM, IWDM. 10700KF / 32Gb

DDR4 /512 Gb SSD
/1000 Gb HDD /1
Gb GF210 / 600W

Monutop Asus VY279HE 13 27", 1920x1080, IPS
matpuia, 75 I'u, D-
Sub, HDMI
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